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Bao Cao An Ninh Mang Thang 9/2025: Goc
nhin & Giai phap tir Chuyén gia ESC

V6i hon 20 nam kinh nghiém trong linh vire cung cép tai nguyén Internet va cac giai phap chuyén ddi s6,

do1 ngti chuyén gia tai ESC lién tyc theo di va phan tich bdi canh an ninh mang tai Viét Nam. Bao céo nay
1a tong hop nhimng (quan sat, phan tich chuyen sau va khuyén nghi chién luoc ctia ching t6i, nham gitp cac
doanh nghiép va t6 chirc nhan dién ding rui ro va xay dung mot hé thong phong thu vimg chéc trong bdi
canh k¥ thuat sé day bién dong ciia nam 2025.

Phan 1: B6i Canh An Ninh Mang Viét Nam Quy 3/2025:
Thach Thirc va Thuc Trang

1.1. Tong quan Tinh hinh: T4n céng Leo thang, Ning luc Phong thi Theo sau

Budc vao quy 3 nam 2025, tir goc nhin ctia chung toi, bbi canh an ninh mang tai Viét Nam tiép tuc cho théy
nhitng dién bién phuc tap. Sy ting truong khong ngung cua nén kinh té s6 va sy mo rong cia cac ha ting
cong ngh¢ thong tin, du mang lai nhiéu co hoi, ciing da bién céc to chirc va doanh nghlep Vi¢t Nam thanh
muc tiéu hdp dan hon dbi véi toi pham mang. Dit lidu tir cc hé théng giam sat qudc gia trong nam 2024 da
cho thdy mot bue tranh dang bao dong khi ghi nhén hon 659.000 su kién tan cong mang, mot con s6 phan
anh quy md va tan suit cua cac moi de doa ma khach hang ciia chiing t6i phai d6i mat.

Tuy nhién, thach thirc 16n nhat ma ching t6i nhan thdy khong chi nim ¢ s6 luong, ma con & su gia ting vé
murc do tinh vi. Cac xu hudng tin cong trong nim 2025 cho thiy su thay d6i rd rét vé chat. T6i pham mang
ngdy cang tan dung cac cong nghé tién tién nhu tri tué nhan tao (Al-generated malware), cong nghé
deepfake dé mao danh, va cdc md hinh ma doc téng tién dudi dang dich vu (Ransomware-as-a-Service -
RaaS). Nhirng cong ngh¢ nay dang dat ra nhiing thach thirc chua timg c6 cho cac hé théng phong thu truyén
thong.

DP6i mat voi mot moi trudng de doa ngay cimg leo thang, nang luc phong thi ctia nhiéu to chirc tai Viét
Nam lai cho thiy mdt "khoang trong san sang" dang lo ngai. Mic du c6 nhimg tin hi¢u tich cyc khi ty 1¢
doanh nghiép dugc xép loai "Truong thanh" trong nang luc tng pho sy cb da tang tir 6% nam 2024 1én 11%
nam 2025, con sd nay van thip hon dang ké so v&i mirc trung binh cua khu vuc va toan cau. Qua kinh
nghiém lam viéc vo1 hang ngan doanh nghi€p, chung téi nhén thdy toc do cai thién nang lyc phong thu
trong nudc van chua bét kip voi tbe do phat trién ctua cac mdi de doa, tao ra mot mdi trudng thuan loi cho
cac cudc tin cong thanh cong.

1.2. Cac Mt xich Yéu C6 hiru: Con nguoi, Ngan sach va Ha tang

Phén tich sdu hon vé "khoang tréng sin sang" ndy, cac chuyén gia cta chung t6i dé chi ra ba mét xich yéu
kém mang tinh h¢ thong trong nhiéu to chirc: nhan lyc, ngan sach va ha tang cong nghé. Ba yéu td nay tao
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ra mdt vong ludn quén cla su yéu kém, khién céc t6 chuc lién tuc & trong thé bi dong thay vi chu dong
phong ngura.

Nhin lye va Ngan sach: Thiéu hut ngudn nhan lyc an ninh mang c6 chuyén mén 1a mot trong nhimg riao
can 16n nhat. Dir liéu cho thdy co toi 56. 16% doanh nghiép chwa c6 du nhan sy chuyén trach. Tinh hinh
cang tro nén nghiém trong hon khi 35.56% t6 chirc chi c6 dudi 5 nhan vién phu trach an ninh mang, mot
con sd qua nho bé so voi yéu cau vén hanh mot trung tdm giam sat an ninh (SOC) co ban. Song song voi
d6, hon 50% t6 chirc thira nhan rang ngan sach danh cho bao mat khong theo kip nhu cau thuc té. Diéu nay
dan dén mot hé qua tat yeu. cac giai phap bao mat bi cit xén, roi rac va thiéu tinh tich hop.

Ha ting Phan manh: Sy thiéu hut vé ngan sach va nhén Iyc tryc tiép dan dén mot van dé nghiém trong
khac 1a ha tﬁng bao mat phan manh. Co6 t6i 84% doanh nghiép tai Viét Nam dang van hanh trén 10 cong cu
bao mat khac nhau, phan 16n khong dugc dong bo hoa. Viée trién khai nhiéu giai phap diém tir cac nha
cung cép khac nhau tao ra mot méi truong quan 1y phirc tap, noi cac cong cu hoat dong khong an khop.
Diéu nay khong chi gay kho khan cho viéc giam sat toan dién ma con tao ra nhitng "16 hong giita cac 16
hong" — nhitng diém mu an ninh ma ké tin cong c6 thé khai thac.

RO ri Dir liéu va Méi de doa Noi bd: Hé qua cua nhitng yéu kém trén 1a sy gia ting dang bao dong vé cac
su ¢ o ri dit liéu. Trong nam 2024, Viét Nam chiém t6i 12% téng s6 tai khoan bi 19 lot trén toan cau. Con
s6 nay cho thy dir liéu cua nguoi dung va doanh nghiép Viét Nam dang 14 muc tiéu hang dau. Thém vao
d6, cac mdi de doa khong chi dén tir bén ngoai. Céac sy ¢ ro ri dit liéu ndi bo, phan 16n xuat phat tir yéu t6
con ngudi, di ting khoang 30% trong bdi canh 1am viéc tir xa ngay cang phd bién.

Nhirng yéu tb nay két hop lai tao thanh mot chu ky tu duy tri cua sy yéu kém. Ngén sach han hep va nhan
su thiéu hut dan dén viéc mua sim cac cong cu roi rac. Ha tang phiic tap nay lai qua sirc quan ly dbi Vol
d6i ngli méng, dan dén cac 16 hong chua dugc va. Ké tin cong sau d6 dé dang khai thac nhiing diém yeu
nay, budc cac t6 chirc phai lién tuc ' 'chira chay". bé thoat khoi vong luan quan nay, cac doanh nghi¢p can
mot sy thay d6i co ban trong cach tiép can, khong chi vé cong nghé ma con vé chién luge dau tu va phat
trién con nguoi.

Phan 2: Phan Tich Chuyén Sau Cac Hinh Thirc Tan Cong
Website Pho Bien

Dé xay dung mot chién lugce phong tha hidu qua, viéc hiéu rd co ché, muyc tiéu va tac dong cia cac hinh
thire tan cong pho bién la yéu cau tién quyét. Dudi day la phan tich cua doi ngli chuyén gia ESC ve céac loai
hinh tan cong ma chung t6i thuong xuyén ghi nhan va xu 1y cho khach hang trong ndm 2025.

Bang 1: Tom tit cac Hinh thirc TAn cong Website Phé bién tai Viét Nam (Theo phan tich cia ESC)

Hinh thirc T4n Co ché Hoat dong Muc tiéu Chinh | Tac dong Kinh
cbng doanh

SQL Injection Chén ma SQL doc hai vao cac Co sé dit liéu (dir | Mat cap/thay d01 di
truong nhap liéu cia website liéu khach hang, liéu, chiém quyen
dé thao ting co s¢ dir ligu. tai chinh).
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quan tri, ton hai uy
tin.

Scripting (XSS)

JavaScript) vao website, ma
nay s& thuc thi trén trinh duyét
cua nguoi dung.

website (danh
cap session,
cookie).

DDoS Str dung mang botnet C}é tao ra Tinh san sang cia | Gian doan hoat dong
mot luwgng truy cép khong 10, dich vu. kinh doanh, mat
lam qua tai va sdp may chu. doanh thu, giam uy

tin.

Phishing Gid mao cdc trang web hodc Thong tin dang Panh cip danh tinh,
email uy tin d€ lira ngudi dung nhép, tai chinh lira dao tai chinh, lay
cung cap thong tin nhay cam. cua nguoi dung. nhiem ma dgc.

Cross-Site Chen ma ddc (thuong la Nguoi dung cua Chiém phién ding

nhap, chuyén huéng
nguoi dung, pha hoai
giao dién.

Ransomware &
Malware

Ma hoa dir li€u ctia nan nhan
va doi tién chudc, hodc cai cdm
phan mém doc hai dé danh cap
thdng tin.

Dtr liéu va hé
thong cua to
chuec.

Mat dit liéu vinh vién,
tong tién, gian doan
hoat dong nghiém
trong.

2.1. Tan cong Chén mi SQL (SQL Injection): Panh cip ""Mé vang" Dir liéu

SQL Injection van 1a mét trong nhiing hinh thirc tan cong tmg dung web nguy hiém va pho bién nhat, nham
truc ti€p vao "trai tim" ctia website 1a co s¢ dir li€u.

e Co ché hoat dong: Ké tin cong loi dung cac 15 hong trong khau xtr Iy dir liéu dau vao cua timg dung
web. Bing cach chen cac doan ma SQL ddc hai vao cac truong nhép liéu nhu 6 tim kiém hoic biéu
mAu ding nhap, ké tin cong c6 thé lira may chu thye thi cac truy van ngoai y mudn.

o Téac dong kinh doanh: Hau qua cua mot cudce tan cong SQL Injection thanh cong la v6 cung nghiém
trong. Ke tan cong c6 thé danh cap toan bd thong tin nhay cam, bao gém dir liéu khach hang, méat
khau, chi tiét thé tin dung; stra d6i hodc x6a dit lidu; va tham chi chiém toan quyén kiém soat website.

2.2. Tan cong Tir chdi Dich va Phan tan (DDoS): "B6p nghet'* Hoat dong Kinh
doanh

Téan cong DDoS khong nham muc dich danh c.'Z'lp dir liéu ma Ia lam té liét hoan toan kha nang hoat dong
cia mot website.
e Co ché hoat dong: Ké tan cong str dung mot mang luGi may tinh bi nhidm ma doc (botnet) dé dong

loat gri mét luong yéu cau truy cap khong 16 dén may chii myc tiéu, lam can kiét tai nguyén va khién
website khong thé truy cap.
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e Tac dong kinh doanh: Tai Viét Nam, DDoS 1a mot mdi de doa hién hitu. Nam 2024 ghi nhan hon
924.000 cudc tan céng DDoS, tang 34% so v6i nam truge. Tac dong cua DDoS la ngay 1ap tire: gian
doan hoat dong, thi¢t hai tai chinh truc ti€p va ton hai nghiém trong dén uy tin thuong hiéu.

2.3. TAn cdng Lira dao (Phishing) va K§ thuat Xa héi: Khai thac L§ hong Con
nguoi

Phishing 12 nghé thuat lra ddo, khai thac yéu t6 tim Iy va sy tin tudng ctia con ngudi.

e Co ché hoat dong: K¢ tan cong tao ra cac email, tin nhan hodc website gia mao, co giao dién gidng
hét cac to chirc uy tin dé thiic ép nan nhan nhap vao mot lién két doc hai hodc cung cap thong tin nhay
cam.

o Surtién héa voéi AL Trong nim 2025, mdi de doa tir phishing di tré' nén nguy hiém hon véi sy hd trg
ctia Al Cac cong cu Al cho phép ké tan cong tao ra cac email lira ddo gan nhu hoan hao vé mat ngon
ngit, thim chi tao ra cac ndi dung gia mao giong no6i va video (deepfake), khién cac chién dich lira dao
trd nén cuc ky thuyét phuc.

e Tac ddng kinh doanh: Phishing thuong 1a budc dau tién trong mot chudi tin cong phic tap hon, dan
dén viéc danh cap tai khoan va lay nhidm céac loai ma doc khac, dic biét 1a ransomware.

2.4. Cross-Site Scripting (XSS): Bién Nguoi dung thanh Pong pham Bat dic di

Khac véi SQL Injection, XSS nham vao ngudi dung cua website, bién trinh duyét ctia ho thanh cong cu
thuc thi ma ddc.

e Co ché hoat ddng: K¢ tin cong tim cach chén cic doan ma doc hai (thuong 1a JavaScript) vao cac
trang cia mot website dang tin cdy. Khi mt nguoi dung khac truy cdp vao trang nay, trinh duyét cia
ho s& tu dong thuc thi doan ma do.

e Tac dong kinh doanh: Mot khi md doc duge thuc thi, ké tan cong co thé danh cip phién dang nhap
ctia nguoi dung (Session Hijacking), thay doi noi dung trang web, hodc chuyén hudéng ngudi ding
dén céc trang lira dao khac.

2.5. M dgc Toéng tién (Ransomware) va cac Ma doc khac (Malware)

Ransomware 12 mot trong nhitng mdi de doa gay thiét hai tai chinh ning né nhat cho cac td chirc.

e Co ché hoat ddng: Ransomware 1 mot loai phan mém doc hai, sau khi xdm nhép vao hé thng s&
tién hanh ma hoa tat ca cac tép dir liéu quan trong va doi tién chudc dé doi liy khoa giai ma.

e Su bung no ciia "Ransomware-as-a-Service" (RaaS): Su phat trién cia mo hinh Raa$S di ha thap
rao can k¥ thuat, cho phép nhiing ké tan cong khong c6 k¥ ning cao van c6 thé thué hodc mua cac bo
cong cu ransomware tir cac nhom tdi pham mang chuyén nghiép.

e Tac djng kinh doanh va chién thuit "Téng tién kép": Tac dong cua ransomware 1 v cung tan
khdc. Hon nita, cac nhom tan cong hién dai thuong ap dung chién thuat "tong tién kép": chung khong
chi ma hoéa dir liéu ma con danh cép mot ban sao trudc do va de doa cong khai néu nan nhan tr chdi
tra tién chudc.

Phén tich cua chung t6i cho thiy cac hinh thirc tin c6ng nay khong hoat dong doc 1ap ma thudng duogc két
hop trong mot chién dich tinh vi. Do d6, mét chién lugc phong thu hiéu qua phai 1a mét chién lugc da 16p,
c6 kha nang bao vé€ trén nhieéu mét tran khac nhau.
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Phan 3: Hé Sinh Thai Phong Thi Toan Dién Ciaa Chuing Toi

Tai ESC, chiing t6i khong chi nhan dién cic mdi de doa ma con xay dung mot hé sinh thai cac giai phap
bao mat toan di¢n dé bao v¢ khach hang. Vi hon 22 nam kinh nghiém, chiing t6i cung cap mot loat céac
giai phap tir nén tang ha tang dén cac 16p bao mat chuyén dung, duoc thiét ké dé doi pho truc tiép véi cac

hinh thirc tin cong da néu.

Bing 2: So 6 Poi chiéu Mdi de doa va Giai phap tir ESC

Méi de doa eCloud Chirng chi F1-UWSS Suite Email Security
Hosting & SSL (WAF, WSFinder, (Anti-Spam/Virus,
Server WMDS) 2FA)
SQL Bao v¢ gian Khéng ap Béo vé cao (thdng Khong ap dung
Injection tiep dung gua WebCastle
WAF)
XSS Béo vé gidn Khéng ap Béo vé cao (thdng Khong ap dung
tiép dung gua WebCastle
WAF)
DDoS Bao vé han Khong bio Béo vé han ché Khong ap dung
che vé truc tiep (Layer 7)
Phishing Khoéng ap Bao v€ gian Khoéng ap dung Béo vé cao (loc
dung tiép (tang uy email, 2FA)
tin)
Ransomware | Bao vé gian Khéng ap Béo vé gian tiép Bao vé cao (ngan
tiép (qua dung (WMDS) chan vector lay
backup) nhiém)

3.1. Nén tang Bao mat Co ban: Hosting, May chii va Chieng chi SSL

Tai ESC, chung t6i tin ring moi chién luge biao mat website phai bat dau tir mot nén tang ha tang viing

chac.

» eCloud Hosting & Servers: Cac dich vu nay dugc chung toi xay dung trén nén tang ddm may, mang
lai hiéu suat va do tin cdy cao. Chung t6i chiu trach nhi€ém bao mat ¢ cap do ha tang vat ly va mang
ludi, giam bt ganh nang cho khach hang. Hon nita, cac dich vu nhu sao luu dit liéu dinh ky (snapshot)
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cung cép mot 16p phong thu cudi cung, cho phép khoéi phuc hoat dong nhanh chdng sau mot sy )
nghiém trong nhu tin cong ransomware.

e Chimg chi SSL: Chiing t6i cung cp da dang cac loai chimg chi SSL, mot thanh phan khong thé thiéu.
Chtre ning chinh ctia SSL 1a ma hoa dir liéu truyén tai giira trinh duyét ctia nguoi ding va may chu
website (giao thic HTTPS), ngin chin cic cudc tin cong nghe 1én. Ngoai ra, viée sir dung HTTPS
con 1a mot yéu td quan trong dé xay dung uy tin v6i nguoi dung va duoc cac cong cu tim kiém danh
gia cao.

Tuy nhién, chung t6i ludn nhan manh véi khach hang rang cic giai phap nén tang nay chi 14 16p bao vé co
ban va can duoc ting cuong bang cac 16p bao mat chuyén sau hon.

3.2. L4 chan Chia ddng cho Website: Phan tich bé giai phap F1-UWSS

Dé giai quyét cac mﬁi de doa ¢ tang ung dung, ching t61 cung cép b giai phap bao mat web hop nhat F1-
UWSS, mot san pham ma ESC 1a ddi tac uy quyén chinh hang cta F1Security. Day la 16p phong thu chu
dong va quan trong nhat ctia chung t6i danh cho website.

*  WebCastle (Twong lira irng dung web - WAF): Day la cong cu phong thu truc tiép va hiéu qua nhat
chéng lai cac cudc tin cong nhu SQL Injection va Cross- Site Scripting (XSS). WebCastle hoat dong
nhu mot bo loc thong minh, kiém tra va chin dimg cac yéu cau chira ma doc trude khi chung kip gdy
hai cho may chu web.

* WSFinder (Cong cu phat hién Web Shell): Web shell 1a mdt loai ma doc ma tin téc thuong cai cim
1én may cha dé duy tri quyén truy cap tur xa. WSFinder glal quyét van dé nay bang cach lién tuc quét
may chu dé phat hién va canh bao v€ su hién dién cua cac "ctra hau" nay.

e  WMDS (H¢ thong phat hién Ma ddc trén Web): Mot website bi xdm nhap co thé bi loi dung dé
phat tan ma doc cho nguoi dung. WMDS quét cac tép tin cia website dé tim kiém va phat hién cac
doan ma doc da bi chén vao, tir d6 bao vé nguoi dung cudi va gilr gin uy tin cho website.

B0 giai phap F1-UWSS thé hién nang lyc phong thu manh m& cta chung t61 & tang tmg dung, tryc tiép ddi
pho véi cac ky thuat tan cong nguy hiém nhét.

3.3. Bao mat Céng Giao tiép Doanh nghiép: Giai phap Email An toan

Chung t6i hiéu rang email 14 cira ngd chinh cho cac cudc tin cong lira dao (Phishing) va 1a phuong tién lay
nhiém ransomware pho bi€n nhat. Do do, viéc bao vé kénh giao ti€p nay la mét tru cdt quan trong.

e Cac tinh niang bdo mat chinh: Céc goi dich vu email doanh nghi¢p ciia ESC (Mail Pro, Mail
Business) dugc trang bi cac co ché phong thi da 16p, bao gdm hé théng chdng thu rac (Anti-Spam),
diét virus (Anti-Virus) va tuong lira, gitip loc bo phan 16n cac email doc hai.

o Xac thuc hai yeu t6 (2FA): Déy 1a mot trong nhitng tinh ndng bao mat quan trong nhit ma ching toi
cung cap. 2FA yéu cau nguoi dung cung cap mot yéu t6 xac thuc thir hai bén canh mat khau. Ngay ca
khi mat khau bi d4nh cap, ké tan cong van khong thé truy cap vao tai khoan.

Céc giai phap email ctia chiing t6i cung cip mot 16p phong thu thiét yéu, truc tiép giam thiéu rui ro tir cac
cugc tan cong ky thuat xa hoi.

3.4. Tw van vé Chéng Tan cong DDoS: Mt Céach tiép can Chuyén biét
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Hg sinh thai san pham cua ESC thé hién nang lyc manh mé trong viéc bao vé tang mg dung va kénh giao
t1ep email. Tuy nhién, ching toi ludn tu van r6 rang cho khach hang vé viéc chdng lai cac cudc tan cong tir
chéi dich vu phan tan (DDoS) quy mé 16n ¢ ting mang.

e Lam rd vé SSL: Trong tai liéu ciia minh, chung toi da néu rd: "Chimg chi SSL ¢ bao vé khoi tan
cong DDoS khong? Khong. SSL chi mé hoa dir liéu truyén tai, khong bao vé website khoi cac cude
tan cong tir chdi dich vu (DDoS)".

e Dic thu cia giai phap chong DDoS: Céc cudc tin cong DDoS quy mé 16n, véi luu luong 1én toi
hang trim Gbps hodc tham chi Terabits mdi gidy (Tbps), doi hoi mot loai ha ting phong thi chuyén
biét v6i ning lyc mang ludi khong 16 va cac "trung tim loc rira" (Scrubbing Centers) chuyén dung.

Danh muc ctia ESC tap trung manh vao bao mat ting tng dung (Application Layer Security). Day 1a dinh
vi chién lugc cua chung t6i v6i tu cach 1a mot nha cung cap chuyén sau vé bao mat img dung. Dbi voi cac
doanh nghi¢p ma tinh san sang cua dich vu 13 yéu t6 séng con, chiing t6i khuyén nghi mét chién lwge phong
thi1 b sung cho ting mang.

Phan 4: Lo Trinh Bao Mat do Chuyén gia ESC Khuyén nghi

Dua trén phan tich toan dién vé bdi canh de doa va ning luc ciia cac giai phap tir ESC, d6i ngii chuyén gia
cua chung t6i dé xuat mdt 10 trinh chién lugc da 16p. Mot cong nghé tot 1a chua du; n6 phai duogc két hop
v&i cac quy trinh chat ch€ va yéu to con nguodi dugc nang cao nhan thuec.

4.1. Xay dwng L§ trinh Bao mat Pa 16p vai Giai phap cia ESC

Dé téi uu hoa hiéu qua phong thi, chung toi khuyén nghi cac to chirc trién khai cac giai phap ciia ESC theo
mot cau tric da 16p.

e Lép 1- Nén tang (Foundation Layer): Pay 14 16p co ban nhit, dam bao ha ting hoat dong trén mot
moi truong an toan.

o Hanh ddng: St dung cac dich vu luu trir ddm may hién dai nhu eCloud Hosting hoac may chu do
eCloud VPS cua ching toi. Dong thoi, trién khai ching chi SSL cho tit ca cac tén mién dé ma
hoéa toan bo luu lugng truy cap.

e Lép2-Ung dung (Application Layer): Lop nay tap trung bao vé chinh website khoi cac cugce tan
cong khai thac 16 hong phan mém.

o Hanh ddng: Trién khai bd giai phap F1-UWSS. Trong d6, Tudng lira Ung dung Web (WebCastle)
s& 1a 1a chan chu dong chong lai cac cudc tan cong SQL Injection va XSS. Cac cong cu WSFinder
va WMDS s€ gitp phat hién va loai boé ma doc.

e Lép 3 - Giao tiép (Communication Layer): Email 13 vector tan c6ng phd bién, viéc bao vé kénh nay
1a toi quan trong.

o Hanh d§ng: Sir dung cac goi email doanh nghi¢p cua ESC, tan dung cac tinh ning loc thu rac va
quét virus. Quan trong nhét, thuc thi chinh sach bit budc s dung Xac thuc Hai yéu td (2FA) cho
toan bd tai khoan email.

e Lép 4 - Con ngwoi (Human Layer): Cong nghé chi hi€u qua khi nguoi dung st dung ding céach.

o Hanh dong: Thiét 18p va thyc thi cac chinh sach mat khau manh. Chting t6i luén khuyén khich

ngudi dung tao mat khau ngiu nhién c6 do kho cao khi tao tai khoan email.
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4.2. Bo sung cac Ning luc Bao mat Thiét yéu: Giai quyét Van dé DDoS

Nhu dé phan tich, cac giai phap cta chung 61 tap trung manh vao bao mat ing dung. Dbi véi cac cude tin
cong DDoS quy mé 16n ¢ taing mang, mot chién luge bd sung 1a can thiét.

o Hanh dong: Dbi vai cac doanh nghiép hoat dong trong cac linh vuc ¢6 rii ro cao bi tan cong DDoS
nhu thuong mai dién tur, tai chinh, bao chi dién tw, viée dau tu vao mot giai phap chong DDoS chuyén
dung 1a bat budc. Chung t6i tu van khach hang ap dung mét chién luoc da nha cung cip:

o St dung ESC cho cac dich vu hosting, bao mat tng dung (WAF) va bao méat email.
o B0 sung bang cach dang ky dich vu chéng DDoS tir mot nha cung cip chuyén biét c6 ha taing mang
ludi toan cau va nang lyc xir 1y luu luong 16n.

Céch tiép can nay cho phép doanh nghiép tan dung thé manh chuyén mén cta timg nha cung cép, tao ra
mot hé thong phong thu toan dién hon.

4.3. Tang cwong Phong thi tir Yéu t6 Con ngudi va Quy trinh: Cong nghé la
Chua du

Cudi cung, tai ESC, ching t6i ludn nhén manh réng an ninh mang 1a mot trach nhiém chung. Viéc trién
khai cac giai phap ctia chung toi 1 bude khoi dau, khong phai 1a diém két thuc. Cac t6 chire phai chi dong
xay dung mot van hoa an ninh mang tr bén trong.

e Dao tao va Nang cao Nhan thirc:

o Hanh ddng: T6 chic cac chuong trinh dao tao nhan thirc vé an ninh mang dinh ky cho toan bd
nhan vién. Noi dung can duoc cip nhat lién tuc dé phan anh cac ky thuat tan cong méi, ddc biét
1a phishing str dung Al nham xay dung mot "birc tudng lira ngudi" (human firewall).

e Chinh sach va Quy trinh Vén hanh:
o Hanh ddng: Xay dung va thuc thi cic chinh sach an ninh thong tin rd rang, bao gom:
= Quan Iy truy cap: Ap dung nguyén tic dic quyén tdi thiéu.
= Quan Iy ban va: Thiét 1ap mot quy trinh cap nhat va va 16i phin mém thudng xuyén.
= Sao hru dir li¢u: Thyc hién chién lugc sao luu dit liéu manh mé theo quy tac 3-2-1 (3 ban
sao, trén 2 loai phuong tién khac nhau, va 1 ban sao luu ngoai van phong).
o Lap ké hoach Ung phé Su ¢é:

o Hanh dong: Xay dung mot ké hoach tmg pho su cb chi tiét, dugc van ban hoa va dién tap thuong

xuyén. Ké hoach nay phai xac dinh rd vai trd va cac bude can thuc hién khi mot sy ¢b xay ra.

Tom lai, dé dat dugc mot trang thai an ninh mang viing chac cac doanh nghiép Viét Nam can ap dung mot
cach tiép can toan dién. Viéc hop tac v6i mot nha cung cip c6 nang lyc nhu ESC dé trién khai cac cong cu
cong ngh¢ tién tlen 1a mot budc di quan trong. Tuy nhién, sy thanh cong thyuc sy phu thude vao viéc doanh
nghiép chu dong ndm lay vai trd clia minh trong m6 hinh trach nhiém chung: céu hinh diing cong cu, quan
1y chat ch€ ngudi dung, va quan trong nhit 14 dau tu vao con ngudi va quy trinh dé xay dung mot hé thong
phong thu c6 chiéu sdu va bén bi.
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