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Chwong 1: Gi6i thiéu Tong quan vé DNS - Nén tang cua
Internet

1.1. DNS la gi? Pinh nghia va Vai tro Cot 16i

Country Code TLDs International TLDs
(ccTLDs) (iTLDs)

.COM AR GOV
International
Treaty

Organizations

Commercial
Organizations

Governmental
Organizations

.NET
Network
Infrastructure

.ORG
Other Educational
Organizations Organizations

DPinh nghia Ky thuat

Hé thdng Phan giai Tén mién, hay DNS (Domain Name System), 1a mot hé thdng co s dit liéu phan cap
va phan tan trén toan ciu, dugc phat minh vao nim 1984. Chirc ning ¢t 16i cua n6 1a chuyén doi, hay "phan
giai", cac t&n mién ma con nguoi ¢d thé doc va ghi nhd (vi du: www.matbao.net) thanh cac dia chi IP
(Internet Protocol) dang s ma may tinh sir dung dé xac dinh va giao tiép véi nhau trén mang (vi du:
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103.21.150.210). Qué trinh nay ciing hoat dong theo chiéu nguoc lai, cho phép phan giai mot dia chi IP tro
lai t&n mién twong Gng cua n6, mot quy trinh duoc goi la phan giai nguoc.

Phép 4n du ""Danh ba caa Internet"

Dé dé hinh dung, DNS ¢6 thé duoc coi nhu mét cudn danh ba dién thoai khdng 16 va tu dong cua Internet.
Trong thé gigi thuc, thay vi phai nhé s dién thoai ciia moi nguoi, ching ta chi can nho tén cia ho va tra
ctu trong danh ba. Tuong tu, trén Internet, ngudi ding khdng can phai nhé hang ty chudi sb IP phuc tap
va khé nhé. Thay vao d6, ho chi cin nhap tén mién cua trang web vao trinh duyét. DNS s& dong vai tro la
"ngudi phién dich”, tu dong tra ctru va cung cap "sd dién thoai" (dia chi IP) chinh xac dé trinh duyét c6 thé
thiét 1ap két ndi ¢én diing may chu web.

TAm quan trong chién lwgc

DNS khéng chi la mét tién ich ma 1a mot thanh phan nén tang, khdng thé thiéu cua co sé ha tang Internet
toan cau. N6 khéng chi don gian hoa trai nghiém ngudi ding ma con 1 yéu td then chét quyét dinh toc do,
d6 tin cay va kha ning truy cap cua gan nhu moi dich vu truc tuyén, tir viéc duyét web, gui email, dén cac
g dung dam mdy va streaming. Su phic tap cia hé thong nay nam & chd n6 phai xir Iy hang ty yéu cau
phan giai tir khip noi trén thé gigi tai bat ky thoi diém nao, dong thoi phai lién tuc cap nhat hang triéu thay
dbi vé tén mién va dia chi IP dugc thém mai hoic stra ddi mdi ngay. Vot ra ngoai vai trd caa mot céng cu
k¥ thuat don thuan, DNS thyc chit 1a mot 16p triru tugng (abstraction layer) thiét yéu. N6 tao ra mot sy tach
biét mang tinh chién lugc gitra danh tinh logic caa mét dich vu (t8n mién) va vi tri mang cia né (dia chi
IP). Ban dau, cac may tinh trén mang ARPANET dugc xac dinh bang dia chi s6, mot phuong phap nhanh
chéng tra nén khong thé quan Iy khi mang luéi phat trién. DNS ra doi dé giai quyét vin dé nay, tao ra mot
hé thdng dinh danh than thién vai con ngudi. Sy tach biét nay mang lai su linh hoat to 16n: mét trang web
c6 thé thay d6i nha cung cap dich vu Iuu trit (hosting), ddn dén viéc thay doi hoan toan dia chi IP, nhung
tén mién cua n6 van khong dbi. Ngudi dung cudi khdng hé hay biét vé su thay ddi & ting ha tang nay. Chinh
I6p triru twong ndy 1a nén tang cho cac cong nghé hién dai nhu Mang phan phi noi dung (CDN), can biang
tai (load balancing), va chuyén ddi du phong (failover), tat ca déu hoat dong bang cach thay d6i dong cac
ban ghi DNS dé huéng ngudi ding dén méy chu téi wu nhat ma khéng can thay di tén mién ho dang truy
cap. Do d6, DNS khong chi 1a mot "danh ba" tinh ma con 1a mot "bo diéu phéi giao thong" dong va thong
minh cua Internet.

1.2. Phan biét Dia chi IP (IPv4 va IPv6)

Dia chi IP 1a dinh danh duy nhit duoc gan cho mdi thiét bi trén mang dé xac dinh vi tri va cho phép giao
tiép. Hién c6 hai phién ban chinh dang dwoc sir dung song song.

e IPv4 (Internet Protocol version 4): Day 1a phién ban dia chi IP dwoc sir dung rong rai nhat. N6 sir
dung mot khong gian dia chi 32-bit, duoc biéu dién dudi dang bén nhém sé thap phan, mdi nhom
cach nhau boi mot dau cham (vi du: 203.113.131.1).

e IPV6 (Internet Protocol version 6): La phién ban mgi hon, dwoc phét trién dé giai quyét van dé can
kiét khong gian dia chi cua IPv4. IPv6 sir dung mot khong gian dia chi 128-bit, cung cap mot s6
lwong dia chi gan nhu v6 han. N6 duoc biéu dién bang cac chudi sb thap luc phan (hexadecimal)
cach nhau boi dau hai cham (vi du: 2001:4860:4860::8888).
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1.3. Public DNS va Private DNS: Cac Trwong hop S dung

e Cac may chit DNS c6 thé dugc phan loai dya trén pham vi truy cap caa chiing: cong cong hoic riéng
tu.Public DNS (DNS Cang cdng): La cac may chu DNS dugc thiét ké dé ¢ thé truy cap duoc trén
Internet cong cong. Chiing duoc cung cap bai cac to chic Ion nhu Google, Cloudflare, hoic boi
chinh cac Nha cung cap Dich vu Internet (ISP). Muc dich cta ching I1a phuc vu cac yéu cau phan
giai t&n mién tir bt ky ngudi dung nao trén toan ciu, gidp ho truy cap vao cac trang web va dich vu
truc tuyén.

e Private DNS (DNS Riéng tw): Con dugc goi la DNS ndi bg, duoc sir dung trong cdc mang cuc bo
(intranet) cua doanh nghiép, truong hoc hoic t6 chuc, va thuong duoc bao vé phia sau tuong lira.
Chirc ning chinh cua Private DNS la cho phép cac may tinh va thiét bi trong mang noi bo c6 thé
nhan dang va giao tiép VGi nhau bang tén (vi du:
mayin-ketoan) thay vi phai st dung dia chi IP ngi bo (vi du: 192.168.1.50). Nguoi dung tir bén ngoai
Internet cong cong khong dugc phép truy cap truc tiép vao cac may chu nay.

Chuong 2: Kién tric Phan cap cia Hé thong Tén mién

Kién tric caa DNS la mot trong nhitng yéu t6 then chét tao nén sy thanh céng caa né. Thay vi mot co s
dir liéu tap trung, d& bi qua tai va tro thanh diém 13i duy nhat, DNS duoc thiét ké theo mot cau tric cay
phan cap, phan tan trén toan cau.

2.1. Khong gian Tén mién (Domain Name Space): Céau tric Cay Phan cap

e Khdng gian t&n mién ciaa DNS duoc té chic theo mot cau trdc cay logic, bt dau tir mot nit goc
(root) duy nhat. Mdi nat trén cay dai dién cho mot tén mién va c6 mot nhan (label) riéng. Cac nat
nay chira cac ban ghi tai nguyén (Resource Records - RR), 1a nhitng mau thong tin lién quan dén tén
mién do6. Toan bo hé théng c6 thé hd tro toi 127 cap do phan cap, mac du trong thyuc té hiém khi st
dung dén mirc d6.Root Level (Tang Géc): Pay la tang cao nhat trong hé théng, thuong duoc biéu
thi bang mot dau cham (.) & cudi mot tén mién day da (vi du: www.example.com.). Tang nay chia
cac may chu DNS gbc (Root Servers), von 1a diém khai dau cho moi qua trinh truy van phan giai tén
mién.

2.2. C4c Cap Tén mién

Tur ting gbc, khong gian tén mién duoc chia thanh cac cap khac nhau, tao thanh mot hé théng c6 t6 chirc
va dé quan ly.

e Top-Level Domain (TLD - Tén mién Cap cao nhit): Pay la phan cudi cing cia mot tén mién,
nam ngay sau dau cham cudi cung (vi du: .com, .org, .vn). Cac TLD nam ngay dudi tang goc va
duoc quan ly bai cac may chua TLD chuyén biét. TLD dugc chia thanh hai loai chinh:

o gTLD (generic TLDs): Cac TLD chung, khong gan véi mot qudc gia cu thé. Céc vi du kinh
dién bao gém .com (thwong mai), .org (t6 chuc), .net (mang luéi), .edu (gido duc). Gan day,
nhiéu gTLD méi da duogc gisi thidu nhu .app, .blog, .guru.

o ccTLD (country-code TLDs): Cac TLD duoc gén cho céc qudc gia hodc ving lanh thé cu
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thé, bao gdm hai chir céi, chang han nhu .vn cho Viét Nam, .us cho Hoa Ky, .uk cho Vuong
qudc Anh, va .jp cho Nhat Ban.

e Second-Level Domain (SLD - Tén mién Cép hai): La phan nam ngay trudc TLD, thuong 12 tén
dinh danh chinh ciia mot thwong hiéu, to chac hoic trang web. Vi du, trong google.com, google
chinh 1a SLD.

e Subdomain (Tén mién phu): La phan nim truéc SLD, duoc sir dung dé tao ra mot cau tric phan
cap sau hon cho trang web hodc dé phan chia cac dich vu khac nhau. Vi dy, trong blog.google.com,
blog 12 mét tén mién phu caa google.com.

CAu triic phan cip nay 1a mot giai phap xuét sic cho van dé vé quy mo va quan ly. Néu toan bo thdng tin
tén mién duogc luu trir trén mot may cha duy nhat, nd s& trg thanh mot diém 13i chi mang (single point of
failure) va mot ndt thét co chai vé hiéu suit khéng thé vuot qua. Kién tric phan cap giai quyét van dé nay
thong qua co ché

1y quyen (delegation). May chu gc khong can biét dia chi IP caa www.google.com; n6 chi can biét may
chu nao chiu trdch nhiém quan ly toan bd ving .com. Tuong tu, may chu cta vung

.com khéng can biét théng tin chi tiét cua tat ca cac may chu thuoc Google; né chi can biét may chu nao cé
tham quyén cho viing google.com. Sy uy quyén nay tao ra mot hé thong cd kha ning mé rong gan nhu vo
han va kha ning phuc hdi cao. Viéc quan 1y dugc phan chia cho hang ngan to chuc trén khip thé gisi, tur
ICANN quan ly gbc, cac nha ding ky qudc gia quan Iy ccTLD, cho dén cac cha so hiru tén mién ty quan
ly viing cua minh. Day 1a mot vi du kinh dién vé mot hé thong phan tan hoat dong hiéu qua trén quy md
toan cau.

2.3. Cu phép va Céac Khai niém Lién quan

e Fully Qualified Domain Name (FQDN - Tén mién Pay du): La dia chi day du va duy nhit cua
mét tai nguyén trén Internet. Mot FQDN bao gom tat ca cac nhan tir ten may cha, tén mién phu (néu
c6), SLD, TLD, va két thiic bing ddu chim cua tang goc (mic du dau chdm cubi cung nay thuong
duoc céc trinh duyét an di). Vi du, www.example.com. 1a mot FQDN.

e Internationalized Domain Names (IDN - Tén mién Quéc té héa): Do su gidi han ban du cua bo
ky tu ASCII, ICANN da cho phép thiét 1ap hé thong IDNA (Internationalized Domain Names in
Applications). Hé théng nay cho phép st dung céc ky tu Unicode, bao gom ca cac ngdn ngit ¢ dau
nhu tiéng Viét, trong tén mién. Vi du: http:/TénMiénTiéngViét.vn.

Chwong 3: Quy trinh Phan giai Tén mién - Hanh trinh caa
mot Truy van
Khi mot ngudi ding nhap tén mién vao trinh duyét, mot chudi cac budc phirc tap nhung dién ra cuc nhanh

duogc thuc hién ¢ phia sau dé tim ra dia chi IP twong tmg. Qua4 trinh nay dwoc goi 1a phan giai DNS va cé
sy tham gia cta nhiéu loai may chii khac nhau.

3.1. C4c Thanh phan Chinh trong Chudi Phan giai

e Qua trinh phan giai DNS dién hinh lién quan dén bdn loai may chi chinh, mdi loai c6 mét vai trd
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riéng biét. DNS Recursor (hoic Recursive Resolver): Day 1a may chu dau tién nhan yéu cau tir may
tinh cta nguoi dung (may khach). N6 thuong dwoc van hanh bai cac Nha cung cip Dich vu Internet
(ISP) hoac céc dich vu DNS cong cong (nhu Google DNS, Cloudflare DNS). DNS Recursor hoat
dong nhu mot "thi thu" can man; no chiu trach nhiém thuc hién toan bo qua trinh truy van, lién hé
V6i cac may cha khac dé tim ra cau tra 1oi cudi cling va tra vé cho méy khéch.

Root Name Server (May chi Tén mién Géc): Day la diém khoi dau cua qua trinh tra ciu. Trén
toan thé gisi c6 13 cum may chu gdc logic, duoc quan Iy bai céc td chirc khac nhau. Cac may cha
nay khong biét dia chi IP ciia google.com, nhung chung biét dia chi cua cac may chi TLD chiu trach
nhiém cho viing .com. V& co ban, chung dong vai trd 1a "bang chi din" cip cao nhét.

TLD Name Server (May chia Tén mién Cép cao nhat): Mdi Tén mién Cap cao nhat (nhu .com,
.0rg, .vn) c6 mot tap hgp cac may cha TLD riéng. Cac may chu nay quan 1y thong tin cho TLD do.
Khi duoc hoi vé google.com, may chii TLD caa .com s& khong biét dia chi IP cudi ciing, nhung n6
s& biét dja chi cua cac may chu c6 tham quyén cho tén mién google.com.

Authoritative Name Server (May chia Tén mién c6 Tham quyeén): Day la diém dén cudi ciing caa
chudi truy van va 1a "ngudn sy that" cho mot tén mién cu thé. May cha nay duoc quan ly boi cha so
hitu t&n mién (hoic nha cung cap dich vu cia ho) va chira thong tin chinh thic, bao gdm cac ban ghi
DNS (nhu ban ghi A chira dia chi IP). N6 s& cung cap cu tra 10i cudi cing cho DNS Recursor.

3.2. Quy trinh Phan giai Twng bwéc (Vi du: truy cap google.com)

Hanh trinh ciia mét truy van DNS c6 thé dugc md ta qua cic budce sau

1.

10.

Ngwoi ding giri yéu ciu: Ngudi dung nhap google.com vao trinh duyét. May tinh (may khach) tao
mot truy van DNS va giri n6 dén DNS Recursor di duoc cdu hinh (thuong 1a caa ISP).

Recursor kiém tra by nhé dém (Cache): Recursor dau tién s& kiém tra bo nhg dém cua chinh né
dé xem liéu n6 da phan giai tén mién ndy gan day chwa. Néu c6, n6 sé tra lai dia chi IP ngay lap tirc
va qué trinh két thic. Néu khong, nd s& chuyén sang budc tiép theo.

Recursor truy van Root Server: Recursor giri mét truy van dén mét trong cac Root Name Server,
hoi "T6i can tim google.com, ai quan |y viing .com?".

Root Server tra loi: Root Server tra loi bing mot danh sach cac dia chi IP caa cac TLD Name
Server cho vung .com.

Recursor truy vin TLD Server: Recursor chon mot dia chi tir danh sach va gai mot truy van dén
TLD Server cua .com, hoi "Tdi can tim google.com, ai 1a may chu c6 tham quyén cho tén mién
nay?".

TLD Server tra loi: TLD Server tra loi bang dia chi IP cua cac Authoritative Name Server cho
google.com.

Recursor truy van Authoritative Server: Recursor giri truy van cubi ciing dén Authoritative Name
Server cua google.com, hoi "bia chi IP (ban ghi A) cua google.com la gi?".

Authoritative Server cung cip cau tra loi: Authoritative Server tim trong co sé dit ligu ciia nd va
tra vé dia chi IP chinh xac ctia google.com cho Recursor.

Recursor tra 1oi may khach va luu vao bg dém: Recursor nhan duoc dia chi IP, chuyén né cho
trinh duyét ciia nguoi dung, va dong thoi luu trir (cache) théng tin nay lai dé tang tdc cho cac lan
truy van trong tuong lai.

Trinh duyét két ndi: Trinh duyét ciia ngudi ding gio da co dia chi IP va c6 thé thiét 1ap mot két ndi
HTTP/HTTPS tryc tiép dén may cha cua Google dé tai ndi dung trang web.
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3.3. C4c Loai Truy van DNS: Pé quy va Lip

Qua trinh phan giai phuc tap trén thuc té duoc tao thanh tir hai loai truy van co ban, mdi loai phuc vu mot
muc dich khac nhau.

e Truy van Pé quy (Recursive Query): Loai truy vin nay xay ra gitra may khach va DNS Recursor.
Khi méy khéch gai mot truy van dé quy, né yéu cau Recursor phai chiu trach nhiém hoan toan cho
viéc tim ra cu tra 10i cudi cing. May khéach chi mong doi nhan lai dia chi IP hoiac mot thong béo
15i; n6 khdng mudn bi "chi duong" dén cac may chu khac.

e Truy van Lip (Iterative Query): Loai truy vin nay xay ra giira DNS Recursor va cac may cha
Root, TLD, va Authoritative. Trong mét truy van lap, may chu duoc hoi s& tra vé cau tra loi tét nhat
ma né c6. Néu né khdng biét cau tra 1oi cudi cling, né s& cung cap mot tham chiéu dén may chu tiép
theo c6 tham quyén hon. DNS Recursor sau d6 phai "lap lai” truy vin cia minh dén may chi méi
duoc chi dan nay.

DNS Recursor dong mét vai tro kép doc dao: né vira 1a mot may chu (server) ddi véi may khach cua nguoi
dung, vira 1a mot may khach (client) di voi cac méay chi DNS khac trong hé thdng phan cip. Khi nhan yéu
cau tir trinh duyét, né déng vai trd 1a mot may chu, hira s& cung cdp mot cau tra 1oi hoan chinh (truy van dé
quy). Nhung dé thuc hién 10i hira d6, nd phai hanh dong nhu mot may khéch, chi dong giri cac yéu cau dén
cac méay chu Root, TLD va Authoritative (truy véan lip). Vai tro trung tam nay lam cho Recursor tro thanh
mot thanh phan cuc ky quan trong d6i véi ca hiéu suat va bao mat caa toan bo hé théng. Vé mat hiéu suat,
bo nhé dém (caching) cua Recursor c¢6 thé dap wng phan 16n cac truy van ma khong can lap lai toan bo
chudi phan giai, giup giam dang ké do tré va tai cho cac may chua cip cao hon. V& mat bao mat, vi Recursor
1a diém tap trung cac truy van tir nhiéu nguoi ding, né tro thanh muc tiéu chinh cho céc cudc tan cong nhu
DNS Cache Poisoning. Néu b dém cua mot Recursor bi nhidm doc, nd s& cung cap thdng tin sai léch cho
tat ca nguoi ding ma né phuc vy, gay ra hau qua trén dién rong.Bang dudi ddy tom tit sy khéc biét chinh
gitra hai loai truy van:

Bang 3.1: So sanh Truy van Pé quy va Truy van Lap

Pic diém Truy van Pé quy (Recursive | Truy van Lip (Iterative Query)
Query)
Bén tham gia May khach (Client) va DNS|DNS Recursor va cac may chul
Recursor Root/TLD/Authoritative
Yéu cau Yéu cau cAu tra 101 day du (dia chilY&u cau cau tra 1oi tot nhat hién cd
IP cubi cung) hozc 16i (thuong 1a tham chiéu dén may chu
khac)
Trach nhiém phan giai DNS Recursor chiu trach nhiémMay chu duoc hoi chi cung cap
hoan thanh toan bo qua trinh thong tin n6 c6, khong tu tim kiém
thém
Luong truy van Mot yéu cau di, mot cAu tra 1oi cubiMot chudi cac cap yéu cau-tra 1oi
cuing vé lap di 1ap lai
Muc dich Cung cap dia chi IP cho ung dung[Dan dudng cho DNS Recursor dén
cua nguoi dung dugc Authoritative Server
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Chwong 4: Cac Loai Ban ghi DNS - Ngon ngir ciia Hé thong
Tén mieén

Co s¢ dir liéu ciia DNS duoc tao thanh tir cac don vi thong tin dugc goi 1a ban ghi tai nguyén (Resource
Records - RR). M&i ban ghi nay chira mot mau théng tin cu thé vé mot tén mién. Viéc hiéu rd cac loai ban
ghi khac nhau 1a diéu can thiét dé quan ly va cau hinh chinh xéc cac dich vu lién quan dén tén mién.

4.1. Céu trac ciaa mét Ban ghi DNS (Resource Record - RR)

MJdi ban ghi DNS, du thudc loai nao, déu tuan theo mot cau triic chung bao gom cac trudng thong tin chinh

sau
Name (Tén): Tén mién hoac tén may chi ma ban ghi nay ap dung.
Type (Loai): Xac dinh chirc nang cua ban ghi (vi du: A, MX, CNAME, v.v.).
TTL (Time To Live - Thai gian séng): Mot gié tri s6, tinh bang gidy, cho biét mot may cha DNS
khac (nhu DNS Recursor) dugc phép luu trit ban ghi nay trong bo nhég dém caa no trong bao lau.
Sau khi hét thoi gian TTL, may cha phai thuc hién mét truy van méi dé 1ay thdng tin cap nhat.

e Data/Value (Dir ligu/Gia tri): Pay 1a noi dung thuc té cua ban ghi. Tly thudc vao loai ban ghi,

truong nay co thé chira mot dja chi IP, mot tén mién khéc, hodc mot chudi van ban.

4.2. Bang tra ciru cac loai ban ghi DNS phé bién

M&i quan hé giira cac loai ban ghi DNS tao thanh mot mang ludi phy thudc phic tap. Viée thay d6i mot
ban ghi c6 thé gay ra hiéu tng lan truyén, anh huong dén nhiéu dich vu khac nhau ciia mot tén mién. Vi du,
mot tén mién (example.com) sir dung ban ghi NS dé chi dinh may chu c6 tham quyén. Trén may chu do,
ban ghi

A tro dén IP cua may cha web. Tuy nhién, ban ghi

MX cho email lai khdng tro dén IP ma tré dén mot tén may chi mail khac (vi du: mail.example.com). Tén
may chi mail nay lai can mot ban ghi

A cua riéng n6 dé phan giai ra dia chi IP. Néu quan tri vién thay d6i dia chi IP ciia may cha web chinh va
chi cap nhat ban ghi A cho example.com, trang web c6 thé van hoat dong binh thuong, nhung néu ho quén
cap nhat ban ghi A cho mail.example.com, dich vu email s& bi gian doan hoan toan. Diéu nay cho thay viéc
quan ly DNS doi hoi sy hiéu biét toan dién vé cac mdi lién két nay dé tranh nhitng su c6 khong dang co.
Bang sau ddy cung cap thong tin chi tiét vé cac loai ban ghi DNS phd bién va quan trong nhat:

Bang 4.1: Bang tra citu c4c loai ban ghi DNS phé bién

Loai Ban ghi Tén day du Chuc nang CU phép / Vi du

A Address Anh xa mot tén miénexamplecom. IN A
(hostname) toi mot dia chi93.184.216.34

IPv4 32-bit. Pay la ban
ghi quan trong nhat dé mot
trang web c6 thé truy cap
duoc.

AAAA IPv6 Address Tuong tu ban ghi Ajexample.com. IN AAAA
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nhung anh xa tén mién toi
mot dia chi IPv6 128-bit.

2606:2800:220:1:248:189
3:25¢8:1946

CNAME

Canonical Name

Tao mot tén bi danh (alias)
cho mot tén mién khéc
(tén mién chinh tic). Moi
truy van dén tén bi danh sé
duoc chuyén hudng dén
tén mién chinh. Hiu ich
cho viéc tré nhiéu tén
mién phu vao cung mot
may chu.

www.example.com. IN
CNAME example.com.

MX

Mail Exchange

Chi dinh cac may chyl
email chiju trdch nhiém
nhan thu dién tir cho mét
tén mién. Co thé cé nhiéu
ban ghi MX véi cac mirc
d6 wu tién khac nhau (s
nho hon ¢6 d6 wu tién cao
hon).

example.com. IN MX 10
mail.example.com.

NS

Name Server

Uy quyén mot viing DNS
(hoic mot tén mién phu)
cho mot tap hop cac may)
cha tén mién c6 tham
quyén. Vé co ban, n6 cho
biét "ai" chiu trach nhiém
vé cac ban ghi DNS cho
tén mién nay.

example.com. IN NS
nsl.example.com.

SOA

Start of Authority

Chwra théng tin quan tri

tén mién chinh, email cu
quan tri vién, sb serial cua|
viing, va cac théng so thoi
gian (refresh, retry, expire,
TTL). Mdi viing DNS phai
c6 mot ban ghi SOA.

example.com. IN SOA

quan trong vé mot vangnsl.example.com.
DNS, bao gom may chujadmin.example.com.

(2023010101 7200 3600
1209600 3600)

TXT

Text

trit cAC chudi vin ban tay,
y. Thuong dugc st dung
cho cac muc dich xac thug
nhu SPF (Sender Policy
Framework), DKIM
(DomainKeys Identified

Cho phép quan tri vién luuexample.com. IN TXT]

"v=spfl
include:_spf.google.com
~all"

Mail), DMARC dé chéng
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thu rac, hodc dé xac minh
quyén so hitu tén mién véi

cac dich vu cua bén thir ba.
PTR Pointer Thuc hién phén giai DNS34.216.184.93.in-
nguoc: anh xa mot dia chiladdr.arpa. IN PTR

IP tro lai mot tén mién.jexample.com.
Cha yéu duoc st dung
trong cac ban ghi cua ving
in-addr.arpa (cho IPv4) va
ip6.arpa (cho IPv6).

SRV Service Chi dinh thang tin chi tiét_sip._tcp.example.com.
(hostname, port, priority,/IN SRV 10 60 5060
weight) cho céc dich vu cubigbox.example.com.

thé, ngoai cac dich vu web
va email tiéu chuan.
Thuong dugc su dung chol
\VoIP (Voice over IP),
XMPP (chat), va céc giao|
thurc khac.

Chuong 5: Bio mat DNS - Phong thi trwéc cac Mdi de doa
V6 hinh

Do vai tro trung tdm va thiét ké ban dau vén dua trén sy tin cay, DNS di trd thanh mot muc tiéu hip dan
cho céc tac nhan doc hai. Viéc bao vé co so ha tang DNS la cuc ky quan trong dé ¢am bao an toan va tin
cay cho toan bo Internet.

5.1. C4c L& hong va Véc-to Tan cong Pho bién

e DNS Spoofing va Cache Poisoning (Gia mao va Nhiém doc bd dém DNS): Pay la mot trong
nhitng hinh thirc tan cdng DNS nguy hiém va pho bién nhat. Ké tan cong sé& lira mot DNS resolver
chap nhan va luu trit mot ban ghi DNS gia mao trong bo nhé dém cia nd. Khi mot nguoi ding hop
phép gui truy van cho tén mién da bi nhiém doc, resolver s& tra vé dia chi IP doc hai thay vi dia chi
IP chinh xac. Két qua 1a ngudi ding bi chuyén hudng dén mot trang web gia mao (vi du: mét trang
dang nhap ngan hang gia) dé danh cap thdng tin nhay cam. Cudc tin cong nay khai thac mot diém
yéu co ban trong thiét ké ban dau caa DNS, vén khong c6 co ché xac thuc ngudn goc cua dir liéu.

e DNS Hijacking/Redirection (Chiém quyén diéu khién/Chuyén hwéng DNS): Trong cudc tan
cong nay, ké tin cong thay doi cai dat DNS tryc tiép trén may tinh ciia nan nhéan (thuong théng qua
phan mém doc hai) dé tro dén mot may cha DNS do chiing kiém soat. Mot hinh thirc khac 1a chiém
quyén truy cap vao tai khoan quan |y tén mién va thay d6i cac ban ghi NS c6 tham quyén, tir do
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chuyén huéng toan bo luu lwong truy cap cua tén mién do.

e DNS Tunneling (Tao dwdng him qua DNS): Ké tan cong loi dung giao thicc DNS, vén thudng
duoc cac tuong hira cho phép di qua, dé tao ra mot kénh giao tiép bi mat. Chung ma hoa di liéu
(chang han nhu 1énh diéu khién hoac dit liéu bi danh cap) vao trong cAc truy van va phan hoi DNS,
qua mat cé&c bién phép an ninh mang truyén thong.

e NXDOMAIN Attack (TAn cong Tén mién khang ton tai): Day 1a mot dang tan cong tir chdi dich
vu (Denial of Service - DoS). K¢é tan cong tao ra mot luong 16n céc truy van DNS cho cac tén mién
phu ngau nhién va khong ton tai (vi du: asdfg.example.com, hjklp.example.com). Didu nay budc céc
DNS resolver phai 1am viéc cat luc dé xac minh rang cac tén mién nay khdng ton tai, 1am can kiét
tai nguyén cua chdng va khién chiing khdng thé phuc vu céc truy van hop phéap.

5.2. DNSSEC (DNS Security Extensions): Pam bao Tinh toan ven Dir li¢u

Dé d6i phd voi cac mdi de doa gia mao dit liéu, mot bo mé rong bao mat goi 1a DNSSEC di dugc phat
trién.

e Nguyén tic hoat dong: DNSSEC khéng ma hoa céc truy van DNS. Thay vao d6, né sir dung mat
mé khéa cong khai dé tao ra cac chiz ky sé cho céc ban ghi DNS. Khi mot DNS resolver nhan duoc
mot phan hdi, nd cd thé sir dung cac chit ky nay dé xac minh hai didu quan trong: tinh xac thwc (dit
liéu thyuc sy dén tir may chu c6 tham quyén) va tinh toan ven (dir liéu khéng bi thay d6i trén duong
truyén).

e Chudi Tin cay (Chain of Trust): DNSSEC hoat dong dua trén mot md hinh phan cap goi la "chudi
tin cay". Su tin cay bat dau tir vang goc (root zone), vén duoc bao mat théng qua cac quy trinh
nghiém ngat. Ving gdc s& ky va xac thyc cho cac ving TLD (nhu .com). Cac ving TLD lai ky va
Xé&c thuc cho cac ving tén mién cip hai (nhu example.com). Chudi xac thuc nay tiép tuc di xudng,
tao ra mot duong dan tin cay khong thé pha va tir gée dén tén mién cudi cung.

e Cac Ban ghi DNSSEC chinh: DNSSEC gigi thiéu mét sé loai ban ghi méi dé thuc hién viéc ky va
X&c minh:

o DNSKEY: Chtra khda cong khai (public key) ciia mot ving. Khoa nay duoc st dung dé xac
minh céc chit ky. C6 hai loai khoa chinh 1a Zone Signing Key (ZSK) ding dé ky cac bo ban
ghi (RRset) trong viing, va Key Signing Key (KSK) ding dé ky chinh ban ghi DNSKEY, ting
cuong thém mot 16p bao mat.

o RRSIG (Resource Record Signature): Chua chir ky s6 duoc tao ra cho mét bo ban ghi
(RRset).

o DS (Delegation Signer): Pay 1a ban ghi tao ra lién két trong chudi tin cay. N6 chara mot ban
bam (hash) cia DNSKEY cua ving con va dugc dat tai vung cha. Khi mot resolver dugc gidi
thiéu tir vimg cha dén viing con, nd cé thé so sanh ban hash trong ban ghi DS véi DNSKEY
clia ving con dé xéc thuc.

5.3. Encrypted DNS: Pam bao Tinh riéng tw Dir li¢u

Sy phét trién cta cac giao thirc bao mat DNS phan anh mét sy tién héa trong nhan thirc vé an ninh mang.
Ban dau, mdi de doa chinh duoc xac dinh 12 viéc dit liéu c6 thé bi gia mao, 1am ton hai dén tinh toan ven.
DNSSEC ra doi dé giai quyét van dé nay, dam bao cau tra 1oi DNS 1a dang va khdng bi thay d6i, nhung
ban than truy van van duoc guri di dudi dang van ban thuan tdy. Khi nhan thirc vé giam séat hang loat va thu
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thap dir lidu ting 1én, viéc cac truy van DNS (tiét 16 moi trang web ngudi dung truy cap) bi 16 ra da tro
thanh mot méi lo ngai 16n vé quyén riéng tie. DoT va DoH duoc phét trién dé giai quyét chinh xéc 15 hong
nay bang cach ma hda toan bo kénh giao tiép, bao vé chéng lai viéc giam sat thu dong.

e DNS-over-TLS (DoT): Giao thic ndy mé hoa céc truy van va phan héi DNS bing céach sir dung
Transport Layer Security (TLS), cung mot cdng nghé bao mat cho HTTPS. Luu lugng DoT dugc
giri qua mot cong mang chuyén dung la cong 853. Piéu nay gitip ngan chan hidu qua viéc nghe 1én
va tan cong xen giira (man-in-the-middle) trén duong truyén.

e DNS-over-HTTPS (DoH): Giao thirc nay ciing ma héa luu lugng DNS, nhung thay vi st dung mot
cong riéng, nd goi cac truy van DNS bén trong cac yéu cau HTTPS thong thuong va giri ching qua
cong 443. Loi thé caa phuong phap nay 1a lvu luong DNS duoc "nguy trang” va hoa 1an vao hang
ty yéu cau HTTPS khac, khién viéc phat hién, phan tich va chan né tré nén khé khin hon nhiéu so
véi DoT.

Cudc tranh luan giita DoT va DoH ciing cho thay mét sy gidng co vé quyén kiém soét: ai s& ¢ kha ning
giam sat luu legng DNS? V6i DoT, quan tri vién mang doanh nghiép cé thé d& dang xac dinh va quan ly
lwu lwong DNS dugc ma hoa. Vi DoH, quyén kiém soat d6 co xu hudng chuyén sang cac tng dung (nhu
trinh duyét) va ngudi dung cudi, gay khé khin cho viéc thuc thi cac chinh sach bao mat cua doanh nghiép.

Bang 5.1: So sanh DNS-over-TLS (DoT) va DNS-over-HTTPS (DoH)

Tiéu chi DNS-over-TLS (DoT) DNS-over-HTTPS (DoH)
Giao thic nén G6i DNS tryc tiép trong TLS Goi DNS trong HTTP, sau do géi
trong TLS
Cong mic dinh 853 443 (cung cong voi HTTPS)
Mike d hién thi trén mang Dé nhan biét vi st dung cong riéng.Kho nhan biét, hoa lan véi luyl

Quan tri vién mang c6 thé thay luullugng web HTTPS thong thuong.
lugng DoT dang dién ra (nhung
khong doc dugc noi dung).

Kha ning bi chin D& bi chan hon ¢ cap d6 mang banglRat khé chan ma khdng anh huéng
cach chan cong 853. dén toan bo luu lugng web HTTPS.
Trwong hop st dung chinh Moi truong doanh nghiép, mangNgudi ding ca nhan wu tién quyén

duoc quan 1y, noi can sy can bangjriéng tu t6i da, cac tng dung (trinh
gita m& hoa va kha ning giam sat. [duyét), va dé vuot qua cac rao can
kiém duyét DNS.

Uu diém Hiéu suat cao hon mét chit (it 16piQuyén riéng tu cao hon (nguy trang
giao thirc hon), d& quan ly va giamitot hon), kho bi chin hon.

sat hon cho quan tri vién mang.
Nhuoc diém D& bi chan hon, it "an minh" hon. |C6 thé bi lam dung boi phan mém
doc hai dé an giao tiép, gay kho
[khan cho viéc thuc thi chinh sach
bao mat cua doanh nghiép, hiéu
suit thdp hon mét chit do cé thém
l6p HTTP.
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Chwong 6: Quan |y va G& 16i DNS trong Thuc té

Viéc hiéu ly thuyét vé DNS la quan trong, nhung kha ning ap dung kién thirc d6 dé cau hinh, quan ly va
khac phuc su ¢6 trong cac tinh hudng thuc té 1a k§ nang khong thé thiéu d6i voi bat ky quan tri vién hé
thdng hay ngudi diing nang cao nao.

6.1. Lua chon va Cau hinh DNS Server

Ngudi ding ¢d quyén lya chon may chi DNS ma ho muén str dung. Viéc nay cé thé cai thién téc do, ting
cuong bao mat hoac cho phép truy cap vao cac tinh nang loc noi dung.
e Céc nha cung cip Public DNS phé bién:
o Qubc té:
m  Google Public DNS: 8.8.8.8 va 8.8.4.4
m Cloudflare DNS: 1.1.1.1va 1.0.0.1
m  OpenDNS: 208.67.222.222 va 208.67.220.220
m Quad9: 9.9.9.9va 149.112.112.112
o Viét Nam:
m  VNPT: 203.162.4.191 va 203.162.4.190
m Viettel: 203.113.131.1 va 203.113.131.2
m FPT: 210.245.24.20 va 210.245.24.22
e Hudng dan thay doi DNS Server:
Qua trinh thay d6i DNS Server thuong dugc thuc hién trong cai dat mang caa hé diéu hanh hoic
router. Cac budc co ban nhu sau 6:
1. Mo Control Panel (trén Windows) hoac System Preferences (trén macOS).
2. Diéu hudng dén phan cai dit mang (Network and Sharing Center hozic Network).
3. Chon két ndi mang dang hoat dong (Wi-Fi hoac Ethernet) va mé phan thudc tinh (Properties).
4. Tim dén myc Internet Protocol Version 4 (TCP/IPv4) va/hoic Version 6 (TCP/IPV6).
5. Chon tuy chon "Use the following DNS server addresses” va nhap dia chi IP caa may chu
DNS chinh (Preferred) va phu (Alternate) ma ban mudn st dung.
6. Luu lai cac thay doi.

6.2. Cong cu G& 16i Dong Iénh: dig va nslookup

Khi gap su ¢d lién quan dén DNS, cac cong cu dong lénh 1a phuong phép hiéu qua nhat dé chan doan van
de.
e dig (Domain Information Groper):

o Giei thi¢u: dig Ia cong cu manh mg, linh hoat va dugc cac chuyén gia mang wa chuong. N6
c6 san trén hau hét cac hé diéu hanh Linux va macOS va c6 thé dugc cai dat trén Windows.
dig cung cap dau ra chi tiét, c6 cau tric, rat phi hgp cho viéc phan tich sau va viét kich ban
tu dong hoda.

o Caidat:

m  Trén Debian/Ubuntu: sudo apt install dnsutils.
m  Trén CentOS/RHEL.: sudo yum install bind-utils.
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o Vidu Thuc hanh:

e nslookup (Name Server Lookup):

o Giéi thiéu: nslookup 1a mét cong cu cii hon nhung van rét hiru ich, dic biét 1a vi né dwgc cai
dat san trén hé diéu hanh Windows. N6 c6 hai ché do hoat dong: khong tuong tac (dé tra ciu
nhanh) va tuong tac (dé thuc hién nhiéu truy van lién tiép).

o Vidu Thuc hanh:

6.3. So sanh cac Céng cu: dig vs. nslookup vs. host

Viéc lya chon cong cu g& 13i DNS khong chi la vin dé s¢ thich ma con phan anh sy khac biét co ban vé
cach chiing hoat dong. nslookup duoc biét 12 sir dung thur vién resolver cua riéng no, tach biét véi hé diéu
hanh, trong khi dig va host thuong sir dung cac thu vién resolver tiéu chuan cia hé théng. Diéu nay c6 mot
ham y quan trong:

nslookup c6 thé tra vé mot két qua thanh cong trong khi cac tng dung khac trén cuing hé thdng (nhu trinh
duyét) lai gap 16i phan giai, va nguoc lai. Boi vi nslookup khong di theo ciing mot "duong dan ma" (code
path) nhu cac ung dung hé thong, két qua caa né c6 thé khéng phan anh chinh xac 100% nhimg gi dang
thuc su xay ra. Do do6, khi g& 13i, dig dugc coi la mt cdng cu chan doan dang tin cay hon vi né mé phong
gan hon cach hé thdng thuc sy phan giai tén mién.

e nslookup: Tung bi coi 14 I3i thoi nhung d3 dugc "hdi sinh". Biém manh I6n nhit caa né 14 tinh sin
c6 mic dinh trén Windows, rat tién loi cho viéc kiém tra nhanh. Tuy nhién, két qua caa né c6 thé
gay hiéu lam trong mot s truang hop phuc tap do co ché resolver noi bo.

e dig: La "tiéu chuan vang" cho cac chuyén gia mang. N6 cung cap dau ra cyc ky chi tiét, c6 cau tric
rd rang, dé phan tich va 1y twong cho viéc ga 16i sau ciing nhu ty dong hda cac tac vu kiém tra DNS.

e host: La cong cu don gian nhat, cung cip dau ra ngan gon va dé doc. N rat phi hop cho cac kiém
tra nhanh chéng (vi du: "tén mién nay c6 phan giai ra IP khong?") hoic dé st dung trong cac kich
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Trén Windows: Tai vé& bo cong cu BIND tir trang web cua ISC va chon cai dat "Tools
Only".

Truy vén co ban (A record): dig example.com.

Truy vén céc loai ban ghi cu thé: dig example.com MX dé tra ctru ban ghi MX, hoic
NS, TXT, SOA.

Truy van mét DNS server cu thé: dig @8.8.8.8 example.com.

Tra ciru ngwgc (Reverse lookup): dig -x 8.8.8.8.

Theo déi dwong di ctia truy van: dig example.com +trace s& hién thi timg buéc cua
qua trinh phan giai, tr may chu géc dén may cha c6 tham quyen.

Rt gon dau ra: dig example.com +short chi hién thi gié tri cua ban ghi (vi du: dia chi
IP).

Truy van hang loat tir file: dig -f domains.txt, trong d6 domains.txt 1a mot tép chira
danh sach cac tén mién can truy van, mdi tén mién trén mot dong.

Ché d¢ khong twong tac: nslookup example.com.

Ché @ twong tac: G6 nslookup va nhan Enter. Tai diu nhac >, ban c6 thé nhap cac
Iénh nhu set type=mx rdi sau d6 nhap google.com dé tra ctru ban ghi MX.

Truy véan céc loai ban ghi: nslookup -type=soa example.com.

Siwr dung mot DNS server khac: nslookup example.com 8.8.8.8.

Tra ciru ngwoc: nslookup 8.8.8.8.




ban (script) don gian.

Két luan

Hé thong Phan giai Tén mién (DNS) la mét ky cong ki thuat tham lang, mot tru cot thiét yéu da cho phép
Internet phét trién tir mot mang ludi nghién ciru nho thanh moét nén tang toan cau. Thong qua kién trdc cay
phan cip va co ché uy quyén thong minh, DNS da giai quyét thanh cong bai toan vé quy md va quan ly
phan tan, tao ra mot hé thong vira linh hoat, vira ¢ kha nang phuc hdi cao. N6 khdng chi don thuan 1a mot
"danh ba" ma con 1a mét 16p triru tuong chién luoc, tach biét danh tinh va vi tri, cho phép cac céng nghé
web hién dai nhu CDN va cén bang tai hoat dong mot cach lién mach.

Hanh trinh cia mot truy van DNS, tir may khach dén méy cha gdc, TLD, va cudi ciing la may chi c6 tham
quyén, cho thidy mot vii diéu phurc tap cia cac twong tac dé quy va lip, duoc tdi wu hoa bang co ché bo nhé
dém. Tréi tim cua hé thong nay la cac ban ghi DNS—ngén ngit chung cho phép dinh cau hinh va quan ly
moi khia canh ctia mot tén mién, tir trang web, email cho dén cac dich vu chuyén biét.

Tuy nhién, sy tin cay von c6 trong thiét ké ban dau ciing khién DNS tro thanh mét muc tiéu tin cong. Su
phat trién tir DNSSEC, tap trung vao tinh toan ven cua dit liéu, dén cc giao thirc ma hoa nhu DoT va DoH,
tap trung vao quyén riéng tu cua truy van, da cho thiy mot su tién hoa tit yéu trong nhan thac vé an ninh
mang. Cudc tranh luan giita DoT va DoH ciing néu bat sy can bang tinh té giira kha nang kiém soat cua
quan tri vién mang va quyén riéng tu ciia ngudi ding cudi—mat cha dé sé tiép tuc dinh hinh twong lai cua
Internet.

Cudbi cuing, viéc nam virng cac cong cu thye hanh nhu dig va nslookup 1a k¥ nang khong thé thiéu, cho phép
ching ta khdng chi hiéu ly thuyét ma con cé thé chan doan va giai quyét cac van dé trong thé giéi thuc. Tir
nhitng khéi niém co ban dén céc giao thirc bao mat tién tién, viéc hiéu rd DNS chinh 12 hiéu rd mot phan
linh hon caa mang Internet.
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