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MO DAU

Internet ngay nay da phat trién mot cach vuot bac, 1a ha tﬁng c6 vai tro quan
trong trong moi hoat dong kinh té, chinh tri, xa hoi. IPv6 1a thé hé tiép theo cua
giao thurc Internet va dang duogc trién khai cung cip dich vu trén mang Internet
nham thay thé hoan toan IPv4 di can kiét va dé dap ung duoc xu thé phat trién
cong nghé nhu IoT, 5G. Bé chuyén doi tir IPv4 sang IPv6 can qua nhiéu giai doan
cling nhu cin cr theo tinh hinh thuc t& cia mang ludi va nhu cau st dung. Bén
canh do, ké hoach hanh dong quéc gia vé IPv6 giai doan 2021 - 2025 khéng dinh
rd yéu cau trién khai IPv6 trong ha tang mang cua co quan nha nudc, t6 chuc,
doanh nghiép 1am nén tang cho cac dich vu chinh pha dién tir va chinh pha sé.

Véi vai tro 1a don vi quan 1y tai nguyén Internet quéc gia, Trung tdm
Internet Viét Nam (VNNIC) ludn di dau trong nghién ctru, tng dung va thuc day
trién khai cac cong nghé mai ciia Internet. Viéc trién khai IPv6 only cho mang
truy cap tai VNNIC khong chi thé hién tinh than tién phong cong nghé ma con
nham danh gia toan dién cac khia canh k¥ thuat, van hanh, tor d6 xay dung mo
hinh tng dung thuc tién, hiéu qua. Pay ciing 1a budc chuin bi quan trong dé lan
tda kinh nghiém, hd tro cac don vi trong qua trinh chuyén doi sang IPv6 mot cach
thuan lo1 va an toan.

Dua trén két qua nghién cutru, trién khai thuc té, VNNIC da xay dung cam
nang hudéng dan chuyén d6i mé hinh mang truy cap IPv6 only dién hinh c6 thé ap
dung rong rdi cho cac co quan nha nudc, td chirc, doanh nghiép goép phan day
nhanh tién d6 chuyén doi IPv6, phat trién ha tﬁng s6 an toan, hién dai tai Viét

Nam.
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PHAN 1: GIOI THIEU CHUNG
1.1. Muc dich va pham vi ciia cAm nang

a. Muc dich

Cam nang huéng din cic co quan nha nudc, to chic, doanh nghiép trién
khai mang IPv6 only mot cach dong bo, hiéu qua va gitp cac don vi hiéu rd cac
yéu cau k¥ thuat, mé hinh kién trac, cong nghé chuyén déi ciing nhu cac budc
trién khai can thuc hién dé dat dugc muc tiéu chuyén doi mang truy cap st dung
[Pv6 only.

b. Pham vi

Cam nang tap trung chil yéu vao viéc chuyén d6i, trién khai IPv6 only cho
mang truy cap, cic thanh phan bao gdm: Mang truy cip c6 day, khong day va cac
thanh phan k¥ thuét lién quan.

1.2. Cac khai niém vé IPv6 only

a. Khai niém, lgi ich va su khac biét so véi mang Dual Stack

Mang IPv6 only 1a m6é hinh mang trong d6 toan bd ha téng, thiét bi, dich
vu, ing dung dugc thiét 1ap va hoat dong hoan toan dya trén giao thuc IPv6, loai
b6 hoan toan su ton tai va phu thudc vao giao thirc IPv4. Pay 1a mo hinh mang
phan anh dy da nhat muyc tiéu phat trién cua Internet thé hé méi, noi khong gian
dia chi rong 16n ctua IPv6 trd thanh nén tang cho moi két ndi, trao doi dit liéu va
cung cap dich vuy.

Trai qua mot thoi gian toi wu, bd sung tinh ning cho céc giao thirc lién quan
nhu: ICMPv6, NDP, SLAAC, MLD, DHCPv6, NPTv6, DNS64, NAT64,
6LowPAN... Chinh viéc nay da giup cho IPv6 c6 nhiéu tinh ning méi va wu viét
hon so véi IPv4. Cau tric ban tin IPv6 gon gang va t6i wu hon (s6 trudng it hon,
kich thuéc Header cb dinh 40-byte) nén toc d6 xir Iy ban tin IPv6 s& nhanh hon
rat nhiéu. Vi do dai 128 bit cac ddy dja chi IPv6 phan bd cho cac don vi s& 16n
hon, gitip ban dinh tuyén gon hon va tinh ning NAT khong can duoc sir dung.
CAu trac Extension Header ting cudng kha ning bao mat cho IPv6. Dudi day 1a
nhiing 1o1 ich ma giao thirc IPv6 mang lai so v6i [Pv4.
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Khéng gian dia chi Ién dap tng sw phat trién cda Internet, cac cong nghé mai: 10T, 5G-6G

CAu trdc gdi tin don gian hon gidp tang tc d6 xir Iy va thém nhiéu tinh nang hon

Cho phép két néi toan tuyén (End-to-End), giai quyét van dé clia NAT

Thiét bj tw gan dia chi IPv6, gitp thuan tién & tiét kiém thdi gian trién khai, phu hop cho loT

Do day dia chi IPv6 dwoc clp Ién nén bang dinh tuyén toan cau gon hon, gitp ting tdc dé xt ly

Khéng con dinh dang dia chi Broadcast, thay vao dé st dung dia chi Multicast thay cho tinh
nang nay

e ) Cro=

Tich hgp sén tinh ndng IPSec gilp ma héa di liéu

Hinh 1: Nhitng loi ich cua giao thuc IPv6

Ngoai nhiing loi ich do chinh IPv6 mang lai thi viéc chuyén tir co ché hoat
dong Dual Stack sang IPv6 only con dem dén nhiing 1oi ich quan trong khac nhu
sau:

- Cham dut phy thudc IPv4: Viée st dung song song ca IPv4 va IPv6 lam
cho hé théng tiép tuc phu thudc vao dia chi IPv4. Dia chi [Pv4 ngay cang cang
kiét va sy thiéu hut dia chi IPv4 s& khién hé théng khong dugc mo rong, phat trién
va tham chi ngimng tré. Néu chuyén sang IPv6 only thi tit ca nhitng han ché cua
IPv4 s& duoc giai quyét hoan toan va ngay lap tirc.

- Pon gian hoa cong tac van hanh, khai thac hé thong: Thay vi quan 1y dong
thoi ca hai giao thirc, viée sir dung mot minh IPv6 s& lam giam déng ké sy phirc
tap trong quy hoach, quan 1y, giam sat va xtr Iy su ¢d. Cac sai st trong van hanh
khai thac cling duoc giam thiéu.

- Tbi wu hoa hiéu sut, tai nguyén thiét bi: Khi cac khai bao cho IPv4 khong
con thi bang dinh tuyén s& gon hon, cac co ché chuyén doi gitta hai giao thirc
khong dugc sir dung nira, cac giao thuc, dich vu cling nhe nhang hon. Toan bd tai
nguyén cua thiét bi chi danh cho IPv6 nén hiéu suat hoat dong sé tang 1én va toc
do xtr Iy nhanh hon.

- Cai thién bao mat: Thay vi quan 1y bdo mat cho ca IPv4 va IPv6 thi cong
tac bao mat chi tap trung vao IPv6. Cac van dé bao mat lién quan dén IPv4 dugc

loai bo hoan toan. Co ché bao mat cta IPv6 s& duge khai thac va s dung.
|
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Téng quan mdt s6 diém khéc biét chinh gitta IPv6 only va Dual Stack:

IPv6 only Dual Stack
Giao thuc Chi sir dung IPV6 Str dung ca IPv4 va IPv6
mang song song
. 1y Don gian hon, chi quan Iy mdt | Phuc tap do st dung hai

Quan ly . . : .

giao thue giao thurc

: .z | Giai doan cudi cing cua qua Giai doan trung gian trong

Chuyén doi trinh chuyén doi qua trinh chuyén doi
Tinh tuong dclillll /?Sniil%iol;lerzi 2 truv Tuong thich truc tiép véi
thich oV A YUY CaP | 1pva va IPv6

tai nguyén [Pv4
Chi phi Thap Cao

Bang 1: So sanh khac biét gitta mang IPv6 only va Dual Stack

b. B6i canh thic diy chuyén doi IPv6 tai Viét Nam

Viét Nam d3 va dang duy tri vi thé 1a mot trong nhimg qudc gia tién phong
va dat dugc nhitng thanh tyu vuot trdi trong qua trinh chuyén doi sang [Pv6. Tinh
dén thang 5/2025, ty 1& str dung IPv6 ctia Viét Nam thudng xuyén nam trong top
10 thé gi6i, chimg minh su quyét tAm va hiéu qua cua cac chinh sach va nd luc
trién khai. B6i canh thiic day qua trinh nay rat rd rang va mang tinh chién luoc,
dac biét khi Viét Nam dang manh m¢& hudng té1 kinh té s6 va x4 hoi so:

- Thiéu hut tram trong dia chi IPv4: Pay van la dong lyc hang dau va khong
d6i. Bia chi IPv4 d3 can kiét trén toan cau tir lau (IANA hét dja chi tir ndm 2011,
cac RIR ciing di phan bd gan hét). Viét Nam, voi dan sé dong va tde do tang
trudong ngudi dung Internet, thiét bi két ndi.

- Chinh ph sd, kinh té s6, x4 hoi s6: Trong chién lugc phat trién quc gia
vé Chinh phu sd, Kinh té s6 va Xa hoi sb déu xac dinh IPv6 14 ha ting nén tang
quan trong. Pé xay duyng mot nén tang sé manh mé, c6 kha nang két nbi rong khap
va an toan, viéc chuyén doi sang [Pvo6 la bét budc.

- Su phat trién cla cac cong nghé madi: Cac cong ngh¢ nhu: 5G, [oT, Al,
Blockchain,.. d3 va dang tao ra nhu cau két ndi cho hang ty thiét bi. Mdi cam bién,
mdi thiét bi thong minh (camera, thiét bi gia dung, xe co,...) déu can mét dia chi

IP duy nhat dé c6 thé giao tiép truc tiép. IPv6 véi khong gian dia chi khong 16
_________________________________________________________________________________________|
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(2'28 dja chi) 1a giai phap duy nhét va bén vimg cho ky nguyén siéu két ndi va dam
bao mdi thiét bi co thé c6 mot dia chi dé cho phép giao tiép end-to-end.
1.3. Ly do can trién khai IPv6 only trong mang truy cip
Trién khai mang truy cdp IPv6 only cho mang truy cap dé trai nghiém va
danh gia vé cong nghé, giai phap, chuan bi san sang cho chuyén d6i toan mang.
bay 1a mot budc quan trong dé chuén bi cho viéc trién khai rong rai cho Ung dung,
dich vu hoat dong trén IPv6 only va da duogc dé cap trong 19 trinh “03 Giai doan

— 10 budce” cua chuong trinh IPv6 For Gov.

I[ Giai doan 3 - Chuyén déi

8 |Chuyén dbi - Hé théng mang 18i, két néi Internet;
IPv6 cho Trung o A

tam tich hop daf ° "ond PNS '
li&u - Cong thong tin dién tr va Cong dich vu céng
trirc tuyén.

- Cac dich vu Internet cor ban: Email, phdn mém
trng dung ndi bd .

9 [Chuyénddi | M& rong trién khai mang LAN.
IPV6 cho KEnOI| ;¢ hisn chuyén ddi hé tro ddng thei IPVAIPVE  2022.2025
VWAN t&i cac o . A :
don vi cho mang dién réng (WAN) B6, Nganh, dia
on vi .
phuwrong.
10 |Hoan thién - Chuyén déi toan bo hé théng cong nghé thong
chuyén ddi tin (IT) ndi bd.
IPvE, thir z - . . c LAy - s
nghiém IPv6- l—a(ilhuyen ddi cac dich vu co két ndi Internet con
only o

- Thir nghiém dich vu thuan IPv6,

- S&n sang trién khai mang thuén IPv6.

Hinh 2: Noi dung thur nghiém IPv6 only cua chwong trinh IPv6 For Gov

Viéc trién khai mang truy cap IPv6 only s& dam bao ha ting mang Internet
cua cac don vi hoat dong hoan toan trén nén IPv6, loai bo dan su phu thuoc IPv4
va phu hop xu thé quéc té: Tao nén tang két ndi Internet hién dai, 6n dinh, an toan,
san sang dap ung nhu cau st dung dich vu cong truc tuyén, dich vu s, dich vu
dam may va cac cong nghé moéi nhu 5G, [oT, Al; Tang cuong kha ndng quan ly,
bdo mat, gidm chi phi van hanh mang nho loai bd cac gidi phép tam thoi nhu
NAT, Dual Stack; Nang cao nang luc doi1 ngii k¥ thuat, ddm bao c6 kha nang tu
chu trién khai, van hanh, khai thac va duy tri hé thong IPv6 only bén viing.
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PHAN 2: HA TANG VA CAC YEU CAU KY THUAT
2.1. Céc thanh phin trong md hinh mang truy cip IPv6 only
Kién trac mang truy cidp mé ta cach td chirc va két ndi cac thanh phan trong
hé théng mang dé cung cép kha ning truy cap Internet hodc dich vu khac cho
ngudi dung cudi. Tuy theo mo hinh trién khai, kién trac mang truy cap co thé thay

d6i nhung thuong bao gdm 03 thanh phan chinh nhu sau:

Hinh 3: Céc thanh phan trong mang truy cdp Internet dién hinh

- Thiét bi mang 1a cac thiét bi cung cap két ndi giira thiét bi dau cudi dén
mang bién cua nha cung cip dich vy, gom:

+ Router: dinh tuyén géi tin trong mang LAN va dinh tuyén géi tin ra
Internet dya theo thong tin dia chi [P nguén, IP dich.

+ Firewall: kiém so4t truy cap giita cac phan mang dua theo thong tin dia
chi IP nguén, IP dich.

+ Switch: chuyén mach goi tin trong mang LAN, dua theo dia chi MAC
ngudn, MAC dich.

+ Access Point: phat song WIFI trong mang khong day.

L ___________________________________________________________________|
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- M4y chu vin phong 1a may chu quan 1y tai nguyén mang, hd tro ngudi
dung két ndi, xac thuc, phan quyén va truy cap cac dich vu, gdm

+ May chit AD: quan 1y thong tin vé& ngudi ding, may tinh, thiét bi ... dudi
dang mot co s& dit liéu c6 ciu triic phan cap

+ M4y chit DNS: phén giai tén mién thanh dija chi IP twong tmg (resolver),
gitip cac thiét bi trong mang c6 thé xac dinh va két ndi dén nhau d& dang trén
Internet hoac trong mang noi bo.

+ May chi DHCP: Quan 1y va cap phat dia chi IP cho cac thiét bi dau cudi.

- Thiét bi dau cudi: La cac thiét bi ma ngudi dung truc tiép st dung dé truy
cap mang, gém may tinh, di¢n thoai, may in ....

2.2. Cac diéu Kién can thiét trwéc khi trién khai

a. Yéu cau vé thiét bi va ha ting mang

Thong tin cu thé vé hd tro NAT64 theo timg phién ban hé diéu hanh cua
cac vendor giup xac dinh chinh x4c nhitng phién ban nao c6 kha ning hd trg va
cac tinh ning lién quan. Dudi day 1a chi tiét vé hd trg NAT64 theo phién ban cho
mot sé vendor phd bién:

- Cisco: Cisco 10S XE, tur phién ban IOS XE 15.2(4)S, Cisco ASA 9.0 va
cac phién ban cao hon hd trg NAT64 bao gém ca Stateful va Stateless. Déi véi
phién ban I0S XE 3.x tré 1én cling hd tro NAT64 nhung tily vao dong san pham
va kién trGic phan cimg cu thé.

- Juniper Networks: Junos-OS 14.2 va cao hon hd trg ca Stateful va
Stateless NAT64.

- Palo Alto Networks: PAN-OS 10.1 va cao hon NAT64 duogc hd trg, bao
gdm ca Stateful va Stateless NAT64.

- Fortinet: Forti-OS 7.2.5 va cao hon hd trg NAT64 chu yéu la Stateful
NAT64..

Theo tiéu chuan RFC8200, kich thuéc MTU téi thiéu duge yéu cau doi voi

IPv6 12 1280 byte. Pay 1a kich thudc tbi thiéu cia mot goi tin IPv6, bao gdom ca
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phan tiéu dé, dir liéu va moi lién két trong mang IPv6 phai hd tro chuyén tiép goi
tin ma khong can phan manh.

b. Yéu ciu vé phan mém, hé diéu hanh

BIND 14 phan mém DNS pho bién nhét trén Internet va dugc phat hanh bai
ISC (Internet System Consortium, http://www.isc.org). Phién ban ti thiéu hd tro
DNS64: BIND 9.8.0 tro 1én va khuyén nghi sir dung BIND 9.11 tro 1én (LTS)
hodc phién ban méi nhat dé dam bao bao mat va hd trg day du cac tinh ning
DNS64. Tai nguyén may chu téi thiéu: CPU: 2 core; RAM: 2 GB; HDD: 50GB ;
Hé diéu hanh Ubuntu 24.04 LTS hoic m&i nhat

DHCP 12 mot giao thitc mang thiét yéu, cho phép tu dong cp phat dja chi
va cac thong tin cau hinh mang cho cac thiét bi dau cudi. Microsoft da hd trg
DHCPV6 tir phién ban Windows Server 2008, tuy nhién dé dam bao an toan bao
mat khuyén nghi str dung céc phién ban Windows Server 2019 tro 1én. Tai nguyén

may chu ti thiéu: CPU: 2 core; RAM: 4 GB; HDD: 50GB.
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PHAN 3: MO HINH TRIEN KHAI IPv6 ONLY
3.1. M6 hinh mang IPv6 only sir dung DNS64/NAT64

Pv4/IPv6

IPv4/IPv6

—_—— e —— —

L

>

Hinh 4: M6 hinh mang IPv6 only su dung NAT64/DNS64

Thuyét minh, mo ta:

truy van tén mién

STT Thanh phan Chirc nang Nguyén ly hoat dong
1 Thiét bi dinh tuyén | Pinh tuyén giita céc | - Router st dung giao thirc dinh tuyén
(Router) phan mang va dinh | nhu: BGP, Static route,..két nbi véi cac
tuyén ra Internet ISP, VNIX dé trao ddi thong tin dinh
tuyén va luu lrgng mang ra Internet
trong nudc, quoc té.
- H6 tro song song ca IPv4, IPv6 (Dual
Stack)
2 Thiét bi tuong lra Thyc hién viéc loc goi | - HE théng tuong lira phan chia mang
(Firewall) tin va kiém soét truy cap | thanh 2 phan: INSIDE va OUTSITE.
gitta cac phan mang. - Phia OUTSIDE két nbi l1én thiét b
dinh tuyén va chay Dual Stack
- Phia INSIDE c6 thé phén chia thanh
cac phan mang IPv6 only. Mdi phan
mang dugc két ndi dén 1 interface hodc
sub interface cua tuong lua va géan
tuong ung véi 1 vlan
3 | May chu DNS64 - Thyc hién chuyén tiép | - Tro forwader vé DNS Caching dé

phan giai tat ca zone tén mién
- Bat chirc nang DNS64
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- Anh xa ban ghi A sang
AAAA theo dai dia chi
prefix

4 | May chu DHCPv6 | Quan ly va ty dong cip | - Thiét bi giri yéu cau dén may chu
phat dia chi IPv6 cho | DHCPv6 dé xin dia chi IPv6 va thong
thiét bi tin cdu hinh mang. Tudng ltra s& thuc
hién relay yéu cau dén may cha
DHCPv6.

- May chu DHCPvV6 sé& cp phat dia chi
cung cac thong s6 nhu DNSv6, thoi
gian ton tai va ghi nh¢ thiét bi dé quan
Iy.

Trién khai mang truy cép Internet IPv6 only s& thuc hién tai cac thanh phan:
Thiét bi dinh tuyén/twong lira (thuc hién NAT64), DNS64 (resolver). Tuy theo
hién trang hé thong dé thuc hién viéc quy hoach, trién khai méi cac may cha DNS
hodc sir dung cac may chit DNS64 Public ctia Trung tAm Internet Viét Nam. Dé
quan 1y va cip phat dia chi IPv6 cho thiét bj dau cudi sé str dung SLAAC, tinh
nang trén cac thiét bj dinh tuyén/tuong laa hd trg IPv6 va RA dé quang ba thém
thong tin v& may chit DNS. Ngoai ra ¢6 thé két hop thém véi may chu DHCPv6
trong viéc quan 1y va cap phat dia chi IP. Luu ¥, thiét bi ddu cudi sir dung hé diéu
hanh Android chua hd trg DHCPv6.

Dudi day 12 md ta vé nguyén 1y hoat dong ctia hé thong, trong d6 NAT64
s& duoc trién khai tai tai thiét bi tuong lira.

- Trudng hop giao tiép giita IPv6 only v6i IPv4 only

DNS Root

3

B

example.vn

Client DNS64 DNS ‘*»

2001:db8:0:5::100/64 Caching

B

DNS Hosting
Hinh 5: Qud trinh client phdn gidi tén mién chi khai bdo ban ghi A
+ Budre 1: Client giri yéu cau truy van tén mién website (vd: example.vn) dén

DNS64.
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+ Buée 2: DNS64 thyc hién truy van dé quy, néu trong local ton tai ban ghi cta
tén mién website s& phan hdi, trudng hop khong c6 s& forward truy van dén DNS
caching.

+ Bwéc 3, 4: DNS Caching thuc hién truy van dé quy dé tim ra cu tra 1oi cubi
cung (sé thuc hién truy van tir DNS Root dén DNS hosting).

Vi két qua truy van tén mién website chi c6 ban ghi A (IPv4), DNS64 s& thuc
hién tong hop thanh ban ghi AAAA vé6i dia chi “IPv6 ao“, st dung prefix
2001:dc8:6464::/96 (vd: 2001:dc8:6464::6141:fa02).

D—W::::: %—MWQ

Client Firewall RGW ISP example.vn

Src add: 2001:db8:0:5::100 Inbound FW Src add: 203.123.1.27 W 111 65.250.2
Dest add: 2001:db8:6464::6f41:fa02 | Sre add: 2001:db8:0:5::100 Dest add: 111.65.250.2 Dest add: 111.65.250.2

Dest add: 2001:db8:6464::6f41:fa02
Outbound FW

Src add: 203.123.1.27 (IPv4 NAT64)
Dest add: 111.65.250.2

Hinh 6: Qud trinh giti géi tin client dén mdy chii dich vy web sir dung IPv4
Duya trén két qua truy van & trén, goi tin tir client IPv6 dén may chii IPv4 s& di
qua cac hop 16p 3 dugc mo ta trong hinh v€ & trén. Thiét bi tuong ltra s€ thuc hién
NAT64 khi thdy goi tin di vao (chiéu tir client dén may chi) ¢ dia chi IP dich thudc dai
NAT64 di dugc dinh nghia thanh dia chi IPv4 public dé c6 thé giao tiép duoc v6i may
chu IPv4.
- Trudng hop giao tiép gitra IPv6 only véi IPv6 only

DNS Root

(€)]

P

example.vn

2001:de8:abed::9

I:l (1) Q (2) Q
“—p
Client DNS64 DNS

2001:db8:0:5::100/64 Caching

T

DNS Hosting
Hinh 7: Qud trinh client phén gidi tén mién cé khai bdo ban ghi AAAA
+ Buwde 1: Client giri yéu cau truy van tén mién website (vd: example.vn) dén

DNS64.

L ___________________________________________________________________|
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+ Buée 2: DNS64 thyc hién truy van dé quy, néu trong local ton tai ban ghi cta
tén mién website s& phan hdi, trudng hop khong c6 s& forward truy van dén DNS
caching.

+ Bwéc 3, 4: DNS Caching thuc hién truy van dé quy dé tim ra cu tra 1oi cubi
cung (s& thyc hién truy van tir DNS Root dén DNS hosting). Vi két qua truy van tén
mién website c6 ban ghi AAAA (IPv6) nén DNS64 sé tra két qua nay cho phia client.

Dmﬂ:_:_:_:kmﬂﬁma Q

Client Firewall RGW ISP example.vn

Src add: 2001:db8:0:5::100 Inbound FW Src add: 2001:db8:0:5::100 Src add: 2001:db8:0:5::100 2001:db8:abed::9

Dest add: 2001:de8:abed::9 Src add: 2001:db8:0:5::100 Dest add: 2001:de8:abed::9 Dest add: 2001:de8:abcd::9
Dest add: 2001:de8:abcd::9
Outbound FW

Src add: 2001:db8:0:5::100
Dest add: 2001:de8:abcd::9

INTERNET

Hinh 8: Qud trinh giti géi tin client dén mdy chii dich vu web ho tro IPv6

Duya trén két qua truy van & trén, géi tin tir client IPv6 dén may chil IPv6 s& di
qua cac hop 16p 3 dugc mo ta trong hinh v& & trén. Thiét bi tudng lira s& thuc hién
chuyén tiép goi tin dung theo IPv6 ngudn dén IPv6 dich thong qua viéc dinh tuyén thong
thuong dén Router va sé& khong thuc hién NAT64.
3.2. M6 hinh mang IPv6 only sir dung Proxy Dual Stack

Pv4/IPV6 A

IPv4/IPv6

% Router

[
Proxy — I Firewall
--------------- | | | '
P ——— B
' — |
' |
I |
| e B e B |
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Hinh 9: M6 hinh mang IPv6 only su dung Proxy
Trong mé hinh nay, toan bd may chu chi sir dung dia chi IPv6 dé két ndi va
thong qua thiét bi Proxy trung gian dén truy cép cac dich vu trén Internet chi hd
tro IPv4.
3.3. M6 hinh mang IPv6 native

ﬁllpve

Router

Firewall

Hinh 10: M6 hinh mang native IPv6

M6 hinh mang IPv6 Native 1a mot mang ma trong do6 tat ca cac thiét bi, hé
théng va ting dung déu dugc ciu hinh va hoat dong hoan toan dua trén IPv6.
Trong moi truong nay, khong co dia chi [IPv4 nao duge gan cho cac giao dién
mang cua thiét bi va khoéng c6 su phu thudc vao IPv4 dé giao tiép ndi bd. Pay la
muc tiéu cudi ciing clia qua trinh chuyén doi IPv6, nham thay thé hoan toan mang
IPv4 15i thoi va giai quyét triét dé cac han ché ciia nd. Cac Router va thiét bi mang
chi can duy tri cac bang dinh tuyén IPv6 va khong str dung cac giai phap NAT,
Tunnel gitp qua trinh tra ctru va chuyén tiép géi tin nhanh va hiéu qua.
3.4. Panh gia lwa chon mé hinh trién khai

Ké tir thoi diém ra mét, viée trién khai IPv6 trén toan cau di dién ra theo
xu hudng ting dan va 6n dinh qua cac ndm. Du téc do trién khai khac nhau giira
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cac khu vuc va to chire, nhung ty 1€ st dung [Pv6 toan cAu van ghi nhén su tang
truong lién tuc, phan anh sy chuyén dich dan dan tir [Pv4 sang [Pv6. Tuy nhién,
viéc trién khai mang IPv6 only trong thoi diém qua do khong kha thi do van ton
tai cac ung dung dich vu trén mang Internet chi st dung IPv4 dan t&i phai trién
khai thém céc giai phap hd trg két ndi gitta mang IPv6 va IPv4. Dua theo nghién
ctru vé kinh nghiém trién khai thuc té, giai phap proxy phu hop v6i mang trung
tam dit liu dé cung cép dich vu ra bén ngoai va chi c6 mot don vi trién khai thanh
cong (Facebook) voi phan mém tu nghién ciru phat trién. Doi véi giai phap
NAT64/DNS64 d3 dugce trién khai thanh cong trén thuc té boi rat nhiéu don vi,
mac khac cac hang san xuét thiét bi cling hé tro tinh nang trén cac san phém
thuong mai. Do d6, m6 hinh mang IPv6 only sir dung gidi phap NAT64/DNS64
pht hop dé trién khai cho mang truy cap ciia CQNN, to chirc va doanh nghiép.

L ___________________________________________________________________|
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PHAN 4: TRIEN KHAI MANG TRUY CAP IPV6 ONLY
4.1. Tong quan quy trinh trién khai

TONG QUAN QUY TRINH TRIEN KHAI MANG IPV6 ONLY
M6 hinh h¢ théng
S Ra soat hi¢n trang ha hién tai
g tang mang, dich vy Phién ban HPH
A thiét bi mang,
dich vu,...
[a\}
9
he)
2 . .
=] Panh gia tinh kha thi dya theo
céc yéu ciu ky thudt
[y} I3
@) Xay dung ke hoach <
‘g va tién hanh nang cap )
I~ ha tang/thiét bi mang,
may chu dich vu
Cai dat may chu
DNS64
S Y
3 Xay dung ké hoach Kich hoat tinh
= ———— P vathychién chuyén [———| | ndng NAT64 trén
A a6 thiét bi mang
Kiém tra dich vu
theo kich ban chi
tiét

Hinh 11: Tong quan quy trinh trién khai mang truy cdp IPv6 only

Giai thich quy trinh:

+ Budre 1: Trude hét can thuc hién ra soat ha tﬁng mang, dich vy; bao gém
mo hinh hé thong hién tai, phién ban hé diéu hanh cac thiét bi dinh tuyén, tuong
Iira, cac thong s6 may chit DNS, DHCP,... dang dugc str dung dé c6 thé nhin mot
cach téng quat vé hé théng hién tai. Chi tiét tham khao checklist ra soat hién trang
hé théng

L ___________________________________________________________________|
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+ Bwéc 2: Danh gia mtc d6 anh hudng va tinh kha thi khi trién khai IPv6
only dbi voi hé thong hién tai dya trén cac thong sd di ra soat & budc trén va cac
yéu cau trudc khi trién khai.

e Néu hé thong chua dap tng duoc cac yéu cau trude khi trién khai IPv6

only thi chuyén sang Budc 3.
e Néu hé thong hoan toan ¢ thé dap ing moi yéu cau, chuyén sang Budc
4.

+ Budre 3: Xay dung ké hoach va tién hanh nang cap ha tAng/thiét bi mang,
may chu dich vu dé dap tng cac yéu cau dit ra, va chuyén qua Bude 4

+ Bwée 4: Xay dung ké hoach va thyc hién chuyén doi. Trong budc nay sé
thuc hién chi tiét cac cong viéc, va kiém tra hoat dong cua cac dich vu co ban theo
kich ban. Chi tiét tham khéo checklist kiém tra dich vu
4.2. Huwéng din k§y thuat chi tiét

a, Cai dat may chu DNS64

- Buére 1: Cau hinh dia chi IP cho may chu

#sudo nano /etc/netplan/50-cloud-init.yaml
Vi du:

network:
ethernets:
ensl160:
dhcp4: no
dhcp6: no
addresses:
-192.109.0.64/24
-1001:db8:a:b:c::6464/64
routes:
- to: default
via: 192.109.0.1
- to: default
via: 1001:db8:0::1
version: 2
- Buéde 2: Cau hinh hostname cho may chu

| #tsudo hostnamectl set-hostname <Tén mdy chi>
- Budce 3: Cau hinh mui gio & dong bo thoi gian cho may chu

#sudo timedatectl set-timezone Asia/Ho_Chi_Minh
#sudo apt install systemd-timesyncd -y (néu chwa co)
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#sudo systemctl status systemd-timesyncd
#sudo systemctl start systemd-timesyncd
#sudo systemctl enable systemd-timesyncd

- Buére 4: Cap nhat package hé diéu hanh

| #sudo apt update && apt upgrade ‘
- Bwéde 5: Cai dit phan mém co ban

‘ #sudo apt install net-tools traceroute snmp snmpd ‘

- Buoc 6: Cai dat Bind9

‘ #sudo apt install bind9 bind9utils bind9-doc ‘
- Bwée 7: Tao folder ghi log truy van

# cd /etc/bind/

#sudo mkdir logs

#sudo chmod 777 logs
#sudo cd logs

#sudo touch log_query
#sudo chmod 664 log query

- Buére 8: Thiét 1ap file cau hinh dich vu DNS trén Bind9

‘ #sudo nano /etc/bind/named.conf.options ‘

Vi du:
acl clients { //Binh nghia danh sdch client dwoc truy vn dén
localhost;
1001:db8:0:1::/64;
1001:db8:0:2::/64;
}’.
options {
directory "/var/cache/bind";
forwarders {
1001:abcd:1:2::100; //Pinh nghia méy chiit DNS Cache dé chuyén tiép
1001 :cafe:1:2::100;  //Khuyén nghi sir dung toi thiéu 02 may chii dé du phong
}’.
forward only;
listen-on { none; }; //Tdt nhén truy van tie client dén IPv4 ciia mdy chii
listen-on-v6 { 1001:db8:a:b:c::6464; }; //Dinh nghia IPv6 nhdan truy van tir client
allow-query { clients; }; //Cho phép client thuéc danh sach dwoc phép truy vin
dns64 64:ff9b::/96 {}, //Dinh nghia ddi tién t6 IPv6 dé synthesizing va NAT64
recursion yes, //Bdt cho phép truy vin dé quy
dnssec-validation no; //Tdt chirc nang DNSSec
max-cache-size 256M; //Pat gioi han cache theo nang luc may chu
},.
logging {
channel log_query {
file "/etc/bind/logs/log query" versions 50 size 100m, //Dat gioi han 50 phién ban file
log véi kich thuéc méi file la 100MB
severity info;

|
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print-category yes;
print-severity yes,
print-time yes,
},.
category "queries" { "log query"; };
},.

- Budc 9: Khoi dong lai dich vu Bind9 va kiém tra log truy van, trang thai
may chu
#sudo systemctl restart bind9
#sudo systemctl status bind9
#tail -f /etc/bind/logs/log query

b, Trién khai tinh niing stateful NAT64 trén thiét bi mang

Déi véi thiét bi dinh tuyén Cisco

- Bude 1: Bat chiic nang NAT64 trén Interface

Router(config)#interface <tén cong>
Router(config-if)#nat64 enable

- Budre 2: Cau hinh dai dia chi IPv6 mudn NAT64

Router(config) #ipv6 access-list <tén ACL>
Router(config-ipv6-acl)#permit ipv6 <dai dia chi IPv6> any
- Bwéc 3: Cau hinh dai dia chi IPv6 DNS64 (néu khéng cé sé& ty dong str
dung well-known Prefix: 64:FF9B::/96)
‘ Router(config)#nat64 prefix stateful <dai dia chi IPv6/96> ‘
- Buéc 4: Cau hinh dai dia chi IPv4 Public

‘ Router(config)#nat64 v4 pool <tén pool> <IP bat dau> <IP két thiic> ‘
- Buwde 5: Cau hinh dynamic NAT64

| Router(config)#nat64 v6v4 list <tén ACL IPv6> pool <tén pool> overload |
- Budc 6: Kiém tra trang thai bang NAT

Routerttshow nat64 translations
Routerttshow nat64 statistics

Déi v6i thiét bi tuong lira Cisco
- Budre 1: Cau hinh dai dia chi IPv6 DNS64

FW-ASA(config)#object network <tén object IPv6 DNS64>
FW-ASA(config-network-object)#subnet <dai dia chi IPv6/96>

- Buée 2: Cau hinh maping tir IPv4 bén ngoai vao IPv6 DNS64

FW-ASA(config)#object network <tén object IPv4 internet>
FW-ASA(config-network-object)#subnet 0.0.0.0 0.0.0.0
FW-ASA(config-network-object)#nat(<Zone Outside>,<Zone Inside>) static <tén object
IPv6 DNS64> dns

- Buére 3: Cau hinh dai dia chi IPv4 Public
‘ FW-ASA(config)#object network <tén object IPv4 public> ‘

L ___________________________________________________________________|
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‘ FW-ASA(config-network-object)#subnet <dia chi IPv4> <Subnet mask>
- Budc 4: Cau hinh dynamic NAT64

FW-ASA(config)#object network <tén object IPv6 can NAT64>
FW-ASA(config-network-object)#subnet <dai dia chi IPv6>
FW-ASA(config-network-object)#nat (<Zone Inside>,<Zone Outside>) dynamic <tén object
1IPv4 public>

¢, Cau hinh may chii DHCPv6

- Budc 1: Logon dén may chu server voi quyén administrator.

- Bude 2: Click vao Start | Windows Administrator Tools | DHCP

. Windows Accessories v

. Windows Administrative Tools ~
Component Services
Computer Management
Defragment and Optimize Drives
DHCP
Disk Cleanup
Event Viewer
iSCSI Initiator
Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

o € ;M

Nhan vao dau “> bén canh té€n cia may chu
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% DHCP - O X

File Action View Help

<@ = HmE 8

QHCP Contents of DHCP Status Actions
B win-qezbopg! & win-qeabopgh85n DHCP a
More Actions >
< > || < >

- Bude 3: Chudt phai vao IPv6 va chon “New scope”

% DHCP - O X

File Action View Help

& 25 E Q| HRE B

@ DHCP - Actions
v 3 vx_nn-;;eabopgl (“ | Adda Scope IPv6 o
> b |Pvd A4
v i IDvA More Actions >
- isplay Statistics... dqir:;?z; ”
ﬁNew Scope... must create
fore dynamic
Define User Classes... ned.
Define Vendor Classes... he Action
Set Predefined Options...
: out setting up a
View > delp.
Refresh
Properties
<
Createan Help

Nhan va “Next” va cung cap tén cho Scope
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New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing a
description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: lTesHva

Description: lCung cap dia chiipv6 dong
- Budic 4: Nhap pham vi tién t6 (Scope prefix), vd: 2407:100:100:1::/64
New Scope Wizard

Scope Prefix
You have to provide a prefix to create the scope. You also have the option of providing a
preference value for the scope.

Enter the IPv6 Prefix for the addresses that the scope distributes and the
preference value for the scope.

Prefix @ |24o7:1oo;1oo:1;;| /64
Preference 0-=
=1

Loai trir mot dai dia chi IP cho dia chi IP tinh, vd: dai dia chi 0000 dén 00ff

New Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distributed by the server.

Type the |Pv6 address range that you want to exclude for the given scope. If you want
to exclude a single address, type an identifier in Start IPv6 Address only.

Start IPv6 Address: 2407:100:100:1: |oooo:oooo;oooo;oooo|
End IPv6 Address: 2407:100:100:1: |oooo;oooo:oooo:ouf
Excluded address range:

2407:100:100:1:: to 2407:100:100:1: Remove I

- Buée 5: Nhan Finish dé hoan thanh c4u hinh va active scope vira tao
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New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.
The scope summary is as follows:
Prefoc: 2407:100:100:1:: /64

Non-Temporary Address Lease
Valid Lifetime: 12 Days 0 Hours 0 Minutes
Prefemed Lifetime: 8 Days 0 Hours 0 Minutes

Activate Scope Now:

* Yes
" No

To close this wizard, click Finish.

< Back Cancel

- Budce 6: Chuot phai vao Scope Option va chon “Configure Options”
¥ DHCP

File Action View Help

= o = HE &
4 D_HCP Option Name Vendor
v @ dn-dhcp
B IPv4
v B IPve
v Scope [2001:dct
@ Address Leases
1} Exclusions
Scope [2001:dc8:9C Configure Options...
3 Server Options )
View
Refresh
Export List..
Help

Tick vao DNS Recursive Name Server [pv6 Address va nhap thong tin
cac may chu DNS64 r6i nhan “OK”
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Scope Options ? X

General Advanced

Awvailable Options Descriptio ~
[J 00021 SIP Server Domain Name List Domain N
00022 SIP Servers |Pv6 Address List |PvE addn
00023 DNS Recursive Name Server |Pv6 Address ...
00024 Domain Search List Domain s v
< >
Data entry

New IPv6 address:

2001:db8:a:b:c::6464| Add

Cument |Pv6 address:

L

et o

Sau khi hoan tat trién khai, tham khao checklist tai phu luc dé kiém tra dich
Vu.
4.3. Cac van dé thuong gip va giai phap

a. Phan giai DNS

Thue té trién khai s& c6 truong hop mot s6 ving (zone) tén mién nodi bo
dang duoc quan 1y boi hé thong khac, vi du: May cha DNS thudc Active
Directory. Vi vay can c4u hinh cu thé zone tén mién ndi bo s& duge phan giai trén

may chi DNS n6i bo dé dam bao truy van thanh cong.

B

‘Active Directory

DNS Root

@
@)

o ) Q )

Client DNS64 DNS ®)
Caching

L N
DNS Hosting
Hinh 12: Mé hinh chuyén tiép truy van tir DNS64 dén cdc mady chit DNS khdc
Dudi day 1a huéng dan bo sung thiét 1ap file cAu hinh dich vu DNS trén
Bind9.

’ #sudo nano /etc/bind/named.conf.default-zones ‘
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Vi du:

view "local-ad" { //Dinh nghia tén cua view
zone "local.domain.vn" { //Dinh nghia cu thé zone tén mién can chi dinh truy vin
type forward,
forward only;
forwarders {
192.111.0.21; //Dinh nghia mdy chit DNS sé tiép nhén va phan giai
192.111.0.22; //Néu ¢6 02 mdy chii DNS thi cau hinh dé dw phong
}’.
},.
};

b. Captive portal trén WIFI cong cong

Captive portal 1a mot co ché kiém soét truy cap mang, thuong duogc st dung
trong cac hé thong WIFI cong cong nhu quan ca phé, khach san, san bay, truong
hoc hodc doanh nghiép, nham chin nguoi dung truy cép Internet cho dén khi ho
hoan thanh mdt hanh dong xac thuc nhét dinh qua trinh duy¢t web. Sau khi nhan
dugc dia chi IP, hau hét cac hé dicu hanh trén thict bi dau cudi déu c6 mot tinh
nang tich hop goi 1a Captive Network Assistant (CNA). Tinh nang nay duoc thiét
ké dé tu dong phat hién xem c6 Captive Portal hay khong va bat 1én trang dang
nhap cho nguoi dung. CNA hoat dong bang cach giri mot yéu cau HTTP/HTTPS
dén mot URL cu thé duoc dinh nghia san trong hé diéu hanh. Néu yéu ciu nay bi
chuyén huéng thi hé diéu hanh s& xac dinh rang c6 mot captive portal dang hoat

dong. P6i v6i hé diéu hanh Windows ctia Microsoft s& su dung URL

http://www.msftconnecttest.com/redirect. Tuy nhién, qua thir nghiém khi cac thiét
bi hoat dong trong mang IPv6 only khong thé phan giai domain

www.msftconnecttest.com dan dén khong thé chuyén hudéng dén Captive Portal

ctia WIFI cong cong. Pé xtr Iy van dé trén can thuc hién khai bao bo sung zone
tén mién msftconnecttest.com cuc bo trén DNS64. Sau day l1a huong dan bd thiét

1ap file cdu hinh dich vu DNS trén Bind9.

‘ #sudo nano /etc/bind/named.conf.default-zones ‘

Vi du:
view "local-CNA" { //Binh nghia tén cua view
zone "msftconnecttest.com" { //Dinh nghia cu thé zone tén mién can chi dinh truy van

type master;
file "/etc/bind/db.msftconnecttest";  //Dinh nghia file chira cac ban ghi cua zone
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}’.

},.
Tao file chtra gia tri ban ghi

‘ #sudo nano /etc/bind/db.msftconnecttest
Vi du:

STTL 86400
@ IN SOA admin.msftconnecttest.com. root.msftconnecttest.com. (
20240218 ; Serial
3600 ; Refresh
1800 ; Retry
604800  ; Expire
86400) ; Minimum TTL
@ IN NS nsl.msftconnecttest.com.
www IN  AAAA 1001:a:b:c:d::100 //Dia chi IPv6 cua Captive Portal
nsl IN  AAAA 1001:db8:a:b:c::6464 //Dia chi IPv6 cua DNS64

c. Thiét bi dau cudi khong nhin dwoc IPv6

Van d¢é trén xay ra trén céc thiét bi di dong sir dung hé diéu hanh Android
hoat dong trong mang truy cap IPv6 only st dung DHCPv6. Nguyén nhan do hé
diéu hanh Android chua hd trg ddy du céc tiéu chuan theo REC3315 (DHCPv6)
nén phai chuyén sang sir dung giai phép cap dia chi IPv6 thong qua SLAAC trén
cac thiét bi mang hd trg IPV6.

d. Trinh duyét khong truy cip dwoe mot so trang

Thure té trién khai s& c6 truong hop mot s trang web khong thé truy cap tir
trinh duyét trén may tinh sir dung hé diéu hanh Windows nhung khi truy cap trén
trinh duyét thiét bi di dong (Android, iOS) binh thuong. Nguyén nhéan chinh lién
quan dén van dé trén 13 tén mién ctia website da khai bao ban ghi AAAA (IPv6)
nhung may chu dich vu web khong hoat dong trén IPv6 nén gidi phdp
NAT64/DNS64 khong hoat dong va Microsoft chua hd trg CLAT trén hé diéu
hanh Windows din dén khong thé tu chuyén sang IPv4 dé két ndi. Giai phap tam
thoi cho van dé trén 1a lién hé don vi chi quan kiém tra lai dich vu web trén IPv6
hozc x04 ban ghi AAAA dé st dung giai phap NAT64/DNS64 khi két nbi.

4.4. Bio mat co ban trén IPv6

a. M6 hinh DNS64 két hop véi DNSSEC
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DNS64 c6 thé hoat dong cung v6i DNSSEC dé dam bao rang cac ban ghi
AAAA duoc tao ra tir cac ban ghi A ciing duoc xéc thyc. Piéu nay gitp dam bao
rang may khach IPv6 nhan duoc thong tin chinh xac va an toan. Khi DNSSEC
duoc trién khai, cac ban ghi DNS64 ma duoc tao ra can phai duoc ky va xac thuc
dé dam bao tinh toan ven cia thong tin néu khong s& khong thé tra két qua vé cho
may khach IPv6 dang truy van. Dé don gian hoa viéc trién khai, DNS64 thuong
can dugc trién khai “ndm phia sau” cac may chu DNS Caching (bat chic ning
DNSSEC) nén sé& khong can phai bat chirc ning DNSSEC dé xac thyc gia tri ban
ghi ma s& tap trung vao viéc giai quyét van dé khi cac tén mién khong hd tro ban

ghi IPvé6.

DNS Root

(©)]

]

example.vn

Client DNS64 DNS ‘*»

Caching

=

DN'S Hosting
Hinh 13: Mé hinh nguyén 1y phdn gidi tén mién DNS64 két hop DNSSEC

b. CAu hinh biao mat dich vu

CAu hinh bao mat dich vu 13 qua trinh thiét 1ap va duy tri cac cai dit, chinh
sach va bién phap kiém soat an ninh trén cac dich vu (vi du: may chu DNS,
DHCP,...) nham giam thiéu rdi ro, ngan chin truy cp trai phép, bao vé dit liéu va
dam bao tinh san sang cua dich vu. Muc ti€u chinh la giam thiéu cac 16 héng ma
ké tan cong co thé khai thac. Tuy thudc theo hién trang hé théng c6 thé st dung
cac thiét bi tudng ltra chuyén dung hodc tuong lira hé diéu hanh dé trién khai chinh
sach an toan bao mat. Duéi dy la huéng dan trién khai trén tudng lira hé diéu
hanh linux

- Buére 1: Cap nhat package hé diéu hanh

‘ #sudo apt update && apt upgrade ‘
- Bwde 2: Cai dat tuong ltra hé diéu hanh va cau hinh chinh sach kiém soat
truy cap
|
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‘ #sudo apt install iptables-persistent ‘
- Bude 3: Cau hinh chinh sach kiém soat truy cép. Tham khao chi tiét danh
sach cong dich vu tai phu luc
#iptables -A INPUT -s <dia chi IP nguon> -p <tcp/udp> -m <tcp/udp> --dport <port dich>
-j <ACCEPT/DROP>
#ip6tables -A INPUT -s <dia chi IP nguon> -p <tcp/udp> -m <tcp/udp> --dport <port dich>
-j <ACCEPT/DROP>
#cat /etc/iptables/rules.v4
#cat /etc/iptables/rules.vo
Vi du: Rule ipv4
#cat /etc/iptables/rules.v4
#Created by VNNIC's Network Team

*filter

:INPUT DROP [0:0] //Mac dinh drop goi tin
:FORWARD DROP [0:0] //Mac dinh drop goi tin
:OUTPUT DROP [0:0] //Mac dinh drop goi tin
### Inbound

# SSH Protocol

-A INPUT -s 192.168.1.0/24 -d 192.101.1.64/32 -p tcp -m tcp --dport 22 -j ACCEPT
# SNMP Protocol
-A INPUT -s 192.168.10.100/32 -d 192.101.1.64/32 -p udp -m udp --dport 161 -j ACCEPT
# ICMP Protocol
-A INPUT -s 192.168.10.100/32 -d 192.101.1.64/32 -p icmp -m icmp --icmp-type 8 -j
ACCEPT
# RNDC Bind
-A INPUT -s 127.0.0.1/32 -d 127.0.0.1/32 -j ACCEPT
-A OUTPUT -s 127.0.0.1/32 -d 127.0.0.1/32 -j ACCEPT
# Disable ICMP timestamp
-A INPUT -d 192.101.1.64/32 -p icmp --icmp-type timestamp-request -j DROP
-A OUTPUT -s 192.101.1.64/32 -p icmp --icmp-type timestamp-reply -j DROP
# Stateful Firewall
-A INPUT -d 192.101.1.64/32 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
##t Outbound
-A OUTPUT -d 192.168.1.0/16 -j ACCEPT
### Default
-P INPUT DROP
-P OUTPUT DROP
-P FORWARD DROP
COMMIT
Vi du: Rule ipv6
#cat /etc/iptables/rules.v6
#Created by VNNIC's Network Team

*filter

INPUT DROP [0:0] //Mac dinh drop goi tin
:FORWARD DROP [0:0] //Mac dinh drop goi tin
:OUTPUT DROP [0:0] //Mac dinh drop goi tin
### Inbound

# ICMPv6-ND

-A INPUT -p ipv6-icmp -] ACCEPT
-A OUTPUT -p ipv6-icmp -] ACCEPT
L —
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-A INPUT -d ff00::/8 -j ACCEPT

-A OUTPUT -d ff00::/8 -j ACCEPT

# SNMP Protocol

-A INPUT -s 1001:a:b:cafe:10::100 -d 1001:a:b:c::6464 -p udp -m udp --dport 161 -j
ACCEPT

#Public-DNS

-A INPUT -s 1001:a:b::/48 -d 2001 :a:b:c::6464 -p tcp -m tcp --dport 53 -j ACCEPT
-A INPUT -s 1001:a:b::/48 -d 2001 :a:b:c::6464 -p udp -m udp --dport 53 -j ACCEPT
# Stateful Firewall

-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

##Ht Outbound

-A OUTPUT -d 1001:a:b::/48 -j ACCEPT

##tHt Default
-P INPUT DROP
-P OUTPUT DROP
-P FORWARD DROP
COMMIT
- BuGc 4: Khoi dong lai dich vu tuong lira d€ kich hoat chinh sach kiém
soat truy cap
#sudo systemctl restart iptables
#sudo systemctl restart ip6tables
- Bwéc 5: Kiém tra trang thai twong lira hé diéu hanh va chinh sach kiém
soat truy cap
‘ #sudo systemctl status iptables ‘

Mic dinh hé diéu hanh Ubuntu sir dung tat ca cac thuat toan ham bam SSH,
trong d6 co nhimg phi€n ban da ct va bi khai thac 16 hong. Vi vay can dinh nghia

cu thé cic phién ban méi dé dam bao quén tri truy cép tir xa.
#sudo nano /etc/ssh/sshd_config
# Security Hardening by VNNIC's Network Team
MACs hmac-sha2-512,hmac-sha2-256
Ciphers aes256-gcm@openssh.com,aes256-ctr,aes128-gcm@openssh.com,aes128-ctr
KexAlgorithms curve25519-sha256,ecdh-sha2-nistp521,ecdh-sha2-nistp384,ecdh-sha2-
nistp256
ClientAlivelnterval 300
ClientAliveCountMax 0
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PHU LUC
1. Danh muc tai liéu tham khdo, lién hé hd tro ky thuat
a. Tai liéu tham khao
[1] Can ¢t theo quyét dinh s6 38/QD-BTTTT ngay 14/01/2021 phé duyét “Chuong trinh thiic day, hd trg chuyén ddi IPv6 cho co
quan nha nudc giai doan 2021-2025”
[2] Can ctr theo quyét dinh s6 306/QD-BKHCN ngay 28/03/2025 phé duyét “Ké hoach thuc day chuyén doi IPv6, IPv6 for gov
nam 2025
[3] Hudng dan céu hinh trén thiét bi Cisco: Link tham khao

[4] Huéng dan cdu hinh trén thiét bi Juniper: Link tham khao
[5] Hudng dan céu hinh trén thiét bi Palo Alto: Link tham khao

b. Théng tin lién h¢, hd tro
Trong qua trinh trién khai mang IPv6 only néu can ho trg hoac tu van cac don vi ¢6 thé lién hé dau moi ciia VNNIC theo

thong tin sau:

- Phong Hop tac - Quan ly tai nguyén, Trung tdm Internet Viét Nam (Email: info@vnnic.vn, Dién thoai: 024-35564944 s6
may 1¢ 102).

- B6 phan quan tri mang: Email mang-admin@vnnic.vn; Pién thoai: 024-35564944 ) may 1¢ 905.
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2. Checklist ra soat, danh gia hién trang hé thong truéc khi trién khai

STT THONG TIN
1 | Péi twong Co quan nha nudc Doanh nghiép
2 | Loai hinh két ndi mang FTTH Leased line | IP/ASN ddc lap
3 | Théng tin két noi IPv4 only | Dual Stack IPv6 only

a. IPv4 Prefix
b. IPv6 Prefix
¢. ASN (néu co)

4 | Phwong phap gan tién t6 IPv6 SLAAC DHCPv6 Manual
5 | Thong tin thiét bi/may chi Computer | Mobile Phone Khéc:
a. Phién ban hé diéu hanh vi du: Windows 11
b. Phién ban ing dung vi du: Chrome 136.0.7103.114
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3. Checklist vé kiém tra dich vu sau khi trién khai

- Checklist twong thich thiét bi dau cudi

TT | Thiétbi | Hé diu hanh | Phén loai Yéu cau/Chi tiéu Huéng din thuc hién Két qua
Trén thiét bi di dong: Pat/Khong dat
- Buoc I:
+ Déi voi i0S: Truy cdp Cai dat > WIFI
+ Doi véi Android: Truy cdp Cai dat > Két noi >
WIFI
- Buée 2: Chon WIFIdang két noi va nhdn biéu tiwong
Thiét bi dau cudi nhan "i" hoac ”bdnvh xe" dé xem chi tiét thong tin
. . . . | dwoc dia chi IPv6, DNSv6 | - Buoc 3: Kiém tra thong tin dia chi IPv6 tai muc dia
I |iPhone 11 10515.7.2 BDién thogi khi két néi thanh cong dén | chilP, dia chi DNSV6 tqi: muc DNS
hé théng mang truy cdp - Burbie 4: Pién két qua vao file checklist
Trén may tinh Windows:
- Buoc 1: Mo hop thoai Run va nhdp "cmd"”
- Buoc 2: Tai cua s6 hién ra, nhdp 1énh: ipconfig /all
- Bue 3: Kiém tra thong tin dia chi IPv6 tgi muc dia
chi IP, dia chi DNSV6 tai muc DNS
- BuGe 4: Pién két qua vao file checklist
Checklist truy cap website
.z, 1. | HE diéu . " . A A s Len . x n £ .
TT | Thiét bi hanh Trinh duy¢t Website Yeéu cau/Chi tiéu Huwdng dan thuc hién Két qua
I Laptop | Windows | Google viexpress.net Cdc website phé bién | Trén thiét bi di dong: Dat/Khong dat
2 Dién 11 Chrome thanhnien.vn khi dwoc truy cdp - Budc 1: Truy cdp vao trinh duyét phé Pat/Khéng dat
3 thoai i0S Microsoft dantri.com.v thong qua trinh duyét | bién. Vd: Chrome, Safari, Firefox Pat/Khéne dat
P Android | Edge - trén thiéet bi ddau cuoi - Buoc 2: Nhap tén trang web tai muc URL ) o
tuoitre.vn Dat/Khong dat

© TRUNG TAM INTERNET VIET NAM (VNNIC)

33




5 Safari vietnamnet.vi chay HDH Windows, - Buée 3: Kiém tra cdc tiéu chi hién thi Dat/Khong dat
6 Firefox 24h.com.vn Android, iOS déu phai | - Buoc 4: Thuc hién tai xuong/tai lén file Dat/Khéng dat
dat tiéu chi: anh, Video ' - '

7 14. T , , ’ . , ) Pat/K, o’
P kenh 4_ i - Két noi den trang - Buoc 5: Pién két qua vao file checklist au hzzn(g dat
baomoi.com web thanh cong Trén may tinh Windows: ) Bat/Khtzng dat
9 shopee.vn - Tai day du ngi dung, | - Budc 1: Truy cdp vao trinh duyét pho Dat/Khong dat
10 lazada.vn hinh anh bien. Vd: Chrome, Safari, Firefox Dat/Khong dat
11 tikivn - Chat lwong hinh anh' | - Buoc 2: Nhap tén trang web tai muc URL | Pat/Khéng dat
12 sendo.vn khong bi nhoe, vo = Buoc 3: Nhan F12 dé mo devtool, chon Dat/Khéng dat
13 thegioididong.com |~ é).mh dangfoﬁnt ch.u’ thé Network dé hién thi trang thdi két noi Dat/Khong dat

14 — dongmhat, khong bi - Buoe 4: Kzem tra cdc tiéu chi hién thi va "
/c.lceb()()k.com meéo, loi théng tin két noi theo IPv6 Global hay Dat/Kh(ing dat
15 tiktok.com - Tdi xuong/tdi lén file | NAT64 , Dat/Khong dat
16 instagram.com hinh anh/video thanh | - Budc 5: Thuc hién tai xuong/tai lén file Dat/Khong dat
17 linkedin.com cong anh, Video Dat/Khong dat
18 Y com - Buoc 6: Dién két qua vao file checklist Dat/Khéng dat
19 youtube.com Dat/Khong dat
20 chat.zalo.me Dat/Khong dat
Checklist tmg dung

Ay Hé diéu . A A s oen . x ‘n £ -

TT Thiét bi hanh Ung dung Yeéu cau/Chi tiéu Huwong dan thuc hién Két qua
1 | Dién thogi i0S, Facebook Cdc ing dung pho bzen khi dwoc truy cap - Budc 1: Truy cdp vao Dat/Khong dat
2 Android Messenger trén thiét bi dau cuoi chay HDH Android, cac ung dung pho bién DPat/Khéng dat
3 Zalo zOS’deu’phc’zz dat tiéu chi: theo danh sach khao sat Pat/Khong dat

; - Két noi den trang web thanh cong - Buoc 2: Kiém tra cdac ) - )

! T - Tai ddy du noi dung, hinh anh tiéu chi hién thi Bat/Kh(ing dat
S Skype - Chat luong hinh anh khong bi nhoé, vo - Buéc 3: Thuc hién tai Bat/Kh(ing dat
Y Viber - Dinh dang font chit dong nhat, khong bi xuong/tdi lén file anh, Dat/Khong dat
7 Telegram méo, loi Video Dat/Khong dat
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8 Youtube - Chat lzfz'()‘n’g (:L{(i(: goi/video nghe/noi khong | - Buoc 4: Thuc hién cuoc Dat/Khong dat
9 Shopee bi vong, mat tieng goi thoai/video Dat/Khéng dat
- Tai xuong/tai lén file hinh anh/video thanh | - Buoc 5: Pién két qua vao ‘ —
10 Microsoft Team cong file checklist Dat/Khong dat
4. Danh sach cac cong dich vu dé trién khai chinh sach an toan bao mat
TT IP Ngudn IP Pich Port ngudn Port dich Dich vu Chii thich
1 Dia chi IP cia mdy | Dia chi IP cia may chu An TCP/53 DNS DNS
chu DNS64 DNS Caching, DNS AD Y UDP/53 Forwarder
Pia chi IP cua bia chi IP ciia may chu TCP/53 DNS
2 Client DNS64 Any UDP/53 DNS Resolver
Pia chi IP cua bia chi IP ciia may chu UDP/67 DHCP
3 | Client DHCP Sy UDP/547 DHCP Relay
TCP/88
UDP/38 Kerberos
UDP/123 NTP
TCP/135 .
UDP/135 Endpoint Mapper
o TCP/49152-65535 RPC Dynamic
bia chi IP cua . , , ; .
4 RODC bia chi [P cia RWDC Any TCP445 Microsoft CIFS Replicate
TCP/53
UDP/53 DNS
UDP/138 NetBIOS datagram service
TCP/139 NetBIOS session service
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TCP/636 LDAPS

TCP/137 Netbios name

TCP/3268 Global Catalog

TCP/3269 Global Catalog SSL

TCP/464

UDP/464 Kerberos Password Change

TCP/389

UDP/389 LDAP

TCP/135 .

UDP/135 Endpoint Mapper
Dia chi IP cta C , TCP/53 .
RWDC bia chi IP cuia RODC Any UDP/53 DNS Replicate

UDP/123 NTP

TCP/49152-65535 RPC Dynamic

TCP/88

UDP/S8 Kerberos

UDP/123 NTP

TCP/135 )

Endpoint Mapper

bia chi IP cia bia chi IP cua DC An UDP/135 ’ il AD
Client : Y TCP445 Microsoft CIFS SERVICES

TCP/53

UDP/53 DNS

TCP/389

UDP/389 LDAP
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TCP/464
UDP/464

Kerberos Password Change

TCP/49152-65535

RPC Dynamic

TCP/636

LDAPS

UDP/138 NetBIOS datagram service

TCP/139 NetBIOS session service

TCP/137 Netbios name

TCP/3268 Global Catalog
Dia chi IP may chu | Dia chi IP cia may chu An ICMP, ICMPv6 Gidm sat
gidm st DNS64, DHCP Y UDP/161
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